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Foreword

With the advent of "new public management", innovative tools need to be
developed to support decision-making in public administration to meet today's
complex challenges.

It is worth mentioning that the FOR Platform, the focus of this book, comes to
collaborate precisely in this sense, to support the decisions of public managers under
the risk management perspective, based on organizational priorities.

Therefore, the authors define the FOR Platform as a set of solutions designed to
improve public management aimed at stimulating culture for innovation, strategic
action, and control of organizational risks.

For this purpose, two tools were developed within the scope of the FOR Platform:

e ForPDI, focused on strategic management, aims to monitor in real time,
collaboratively and efficiently, the results considered as priorities by the
organization; and

e ForRisco, aimed at risk management, has the purpose of organizing and
planning resources minimizing possible negative impacts originated from
organizational risks.

The wealth of positive evidence (see the case studies presented in this book)
leaves no doubt about the benefits to public administrators by adopting the methods
and tools proposed by the FOR Platform to improve organizational results.

Therefore, the work in question is a provocative invitation to theoretical and
innovative reflections among scholars on "new public management". Furthermore,
it provides added value and technical and managerial knowledge to public
administrators to address organizational risks with a strategic focus on the
achievement of priority results.

Welles Matias de Abreu
Director DRE/Ministry of Environment



Foreword

Governance, integrity, compliance, risk management ... In recent years, we
have been bombarded with these terms that until recently were not usual in
Public Administration.

These topics, which were treated as good practices only, included in
recommendations of supervisory bodies, started to be requested in infralegal
norms and regulations, with emphasis on Joint Normative Instruction MP/
CGU n° 01/2016 and, more recently, Decree No. 9.203/17, known as the
"Governance Decree".

Faced with all these issues, and now focusing on risk management, the
subject of this book, it is inevitable that managers have several doubts, starting
with quite a usual one: Do we really need this?

Yes, we do! A lot!

However, to better understand risk management (and especially to be open-
minded to practice it), some points need to be demystified. In this preface, |
would like to speak only of three.

The first great myth says that risk management will increase work, that is,
if | introduce this task into my organization, in my department, | will have to
work harder. | have heard several times: "l already work 8, 9 and up to 10 hours
a day. Now you want me to do risk management too?" Based on this behavior,
it is clear that the manager did not understand what risk management is.
One can see that the premise used by them is wrong. Risk management is not
"one more activity". It is a culture change, a new way of looking at your own
business/process.

A second myth is that risk management will increase the costs of the
organization. In a scenario of considerable fiscal constraint, such as what
we are experiencing, it is natural and commendable to worry about the
cost. However, this cannot be an excuse for not implementing good risk
management. The benefits of effective risk management are often far
greater than any costs incurred in implementing it. Gains start from the risk



identification phase, which induces managers to rethink their processes,
optimizing them to the monitoring phase, when activities can be prioritized or
even missed. In this respect, risk management is an ally in the search for cost
savings in an organization, through process optimization and prioritization of
current demands.

Finally, the third myth is the one that says that risk management will make
processes even more difficult, as it will bring more controls. Those who believe
in this myth are those who think, "This is a controlling organ thing”. Perhaps
because it appears for some time now in the recommendations contained in
the reports of these bodies, many auditors think that risk management will
only bring more controls to the organization, making the process more difficult
and bureaucratizing the work too much. Wrong! Good risk management will
make managers better aware of their processes and, consequently, the level of
risk involved in the activities carried out. This will even allow the withdrawal of
controls considered unnecessary, when applicable.

Having clarified some myths, and assuming that the manager was convinced
of the need to implement risk management in his organization, another
question arises: Okay, but how?

ForRisco!

Inadidacticway and with the baggage acquired from ForPDI - Strategic Plan
Management/PDI, the book | have the honor of preface addresses everything
the manager needs to know to begin improving maturity in risk management
of his organization's.

In this work, you will have the opportunity to understand better the
motivation for an organization to adopt risk management, to have contact with
the conceptual structures on the subject, to know the main legal frameworks in
forceand, mainly,to"learntodo" based oncasesandthe ForRiscomethodology.

Come and join the world of risk management. Your organization thanks!

Prof. MSc.Rodrigo Fontenelle
CGAP,CRMA, CCS



Foreword

The way of conducting public management has been improved over the
years. Since the proposal for an administrative reform that preached an
approximation of public and private management, and which culminated in
the inclusion of the Principle of Efficiency in the caput of Article 37 of the
Magna Carta, we have sought ways to adopt quality in the provision of public
services. Precepts such as efficacy, effectiveness, and efficiency have echoed
higher and higher in the day to day of the public manager.

There are several tools used by private management to achieve their
goals and objectives. Over time, there have been several attempts to bring
the concepts already settled in the private sphere into the public sphere,
and many of them have been left aside by the actors and relegated to fads.
Others ended up being implemented and corroborated an improvement in
the fulfillment of administrative aspirations. However, there is still a long
way to go in the search for quality public management, and that is within the
guiding precepts of the public interest.

Thus, another wave comes up and takes over the technical debates of
public administration thinkers. Concepts such as governance, control, risk,
transparency, and accountability are dealt with in official documents and
discussed in public agendas. Control bodies are the first to address these
issues because they understand its complexity as well as its benefits for the
performance of the public manager.

Since then, questionnaires, reports, judgments, normative instructions,
and decrees have been used to bring such discussion into the administrative
sphere. The concern with the result and with the purpose of the actions of
the Public Administration, as well as the accountability for conducts that
differ from the emphasis imposed by the public interest, are increasingly
causing managers to seek instruments to assist them in the difficult process
of making decisions.

In this context, risk management is designed to assist the manager in
making decisions, as well as to provide means and elements that allow the
implementation of tools that contribute to the achievement of institutional
goals and objectives. However, this is a culture that must be assimilated
and internalized by all management, so that risk management is not seen



as another fad that will soon be overcome. The difference between risk
management and other tools presented in the past is that it has been
improved in the private sector and inserted in the legal-administrative order
through rules that somehow impose its adoption. Although there is this fog
of imposition, what is really intended is to demonstrate the relevance of
working under a dynamically controlled and structured atmosphere, with a
focus ontheimplementation and optimization of controls that aim to provide
reasonable security to the manager to act in a more efficient manner, moving
away from behaviors that may negatively affect institutional objectives.

It was then that, after the enactment of Joint Normative Ruling No.
01/2016, the idea of modulating a system that could help the Public
Administration organs to carry out their risk management was born. A
search was started to establish a methodology based on the different
models used for risk management. Thus, market frameworks such
as COSO ICIF, COSO ERM and ISO 310000, the British framework
Management of Risks M_o_R-OGC, known as "Orange Book", focused on
Public Administration, as well as the methodologies of the Brazilian Public
Administration GIRC and MGR-SISP of the Ministry of Planning, and the
methodology of the IBGC 2017, this one for proposing the evaluation of
the maturity of the organization with regard to risk management, were
studied to enable the formatting of the ForRisco methodology.

In addition to the methodologies and frameworks mentioned, some tools for
identification, evaluation, and prioritization of risks are addressed in this book
and also served as a basis for tabulating the ForRisco system and methodology.
Among the many tools suggested by international documents, we can find risk
map, summarized reports, communications and alert messages, decision tree,
brainstorming and scenario analysis through the SWOT matrix.

The establishment of a standard methodology that could be adopted
by all would be possible if we were inserted in institutions with the same
characteristics. However,whatisobservedisthat the universe of peculiarities
and features of each organis immense. Each institution, within its autonomy,
developsitsadministrationinaccordancewithitslocaldemandsandfollowing
its characteristics. Thus, any attempt to tabulate a single methodology
cannot succeed. The purpose of developing a methodology is to show how it
could be adopted if properly adapted to the realities of each institution.



That being said, the presentation of the various integrated structures
that are in the market, the tools that can be used by each institution to
identify, evaluate and manage their risks, as well as the methodologies
adopted by some publicagencies and the ForRisco methodology itself, aims
at demonstrating that it is possible to format a methodology of its own and
the use of risk management to improving management actions in such a
way that decisions are made based on a risk concept. This improvement in
management acts corroborates the idea of increasingly professionalizing
administrative bodies so that all decisions are better grounded on less
and less subjective aspects. Of course, it is not intended to eliminate the
subjectivity of decision-making, because the one who establishes appetite
and tolerance for risk is the manager himself who takes responsibility
for the acts. However, the more structured the institution is, and the
more mature the risk management structure, the higher the security of
management, because with the risks mapped it is possible to see more
clearly the consequences of each management act.

In order to confirm the consistency of the techniques and methods
developed during the ForRisco Project, the developer team confronted
the methodology developed with the practical reality of the organizations.
Therefore, case studies were carried out in two Federal Institutions of Higher
Education (IFES), which are: the Federal University of Alfenas - Minas Gerais
(Universidade Federal de Alfenas - Minas Gerais - UNIFAL-MG); and the
Celso Suckow da Fonseca Federal Center for Technological Education- Riode
Janeiro (Centro Federal de Educacao Tecnoldgica Celso Suckow da Fonseca
- Rio de Janeiro - CEFET/RJ). From this analysis, it was possible to evaluate
what had been established until then and to format some adjustments to
help other managers in the adoption and adaptation to their realities of both
the methodology and the system.

Thus, by understanding that risk management is a path without a return
because its adoption will ultimately add value to management, is that free
tools like ForRisco should be encouraged. They will help its users enter
their data of risk identification, as well as to enable better management
of these data. As risk management is dynamic, each evaluation cycle will
provide the manager with a critical view of his processes and routines in
order to establish corrections and improvements always under the optics
of achieving his objectives in the most efficient way possible. This systemic
view of the weaknesses and probable consequences of the acts corroborates



the establishment of control tools increasingly optimized and that end up
providing reasonable security to the manager in the act of making decisions.

Thus, strengthening what has already been said, the purpose of adopting
risk management is not merely to meet normative demands, but rather a
cultural change in the management for the adoption of tools that can serve as
a support in the fulfillment of its activities and in achieving its objectives.

Jeferson Alves dos Santos
Chief auditor of UNIFAL-MG and President of the FONAIMEC Association



Introduction

Risk management, the central theme of this book, allows the reader to
awaken to a more comprehensive perception of organizational reality and
invites him to reflect on the benefits of proper planning and mapping of the
processes managed by the institution. Although the issue is relatively new in
the Brazilian public sector, | see risk management as an excellent opportunity
to transform the management model used by most public bodies.

In this sense, a group of federal public universities, through the National
Forum of Pro-Rectors on Planning and Administration of Federal Institutions
of Higher Education (FORPLAD) and the Research and Development Center
for Excellence and Transformation of the Public Sector (NEXT) of the University
of Brasilia, decided to contribute so that federal, state and municipal public
agencies could provide a public service with more efficiency, efficacy, and
effectiveness. The ForRisco tool emerged from the desire to support public
managers and transform how the projects and processes in the Public
Administration are planned and managed.

Modern, innovative, open source, adaptable to the various organizational
realities and fully compatible with the strategic planning system also built by
this group (ForPDI), the ForRisco solution is more than a new system of the
For Platform. It is part of adream that it is possible, very shortly, to have public
policies that can demonstrate to society how effective government actions
can be. Plan, monitor and mitigate the risks of not accomplishing its intended
objectives are the challenges that this book and the software of the FOR
Platform intend to tackle.

| invite the reader to deepen concepts and foster new transformative ideas
that will contribute toanincreasingly fair, transparent, inclusive and innovative
public management.

Thiago José Galvao das Neves
UFPE | National coordinator



Research and Development Center for Excellence and
Transformation of the Public Sector - University of Brasilia -
NExT/UnB

Coordinated by Professor Paulo Henrique de Souza Bermejo, we are an
interdisciplinary research and development group linked to the Administration
Department of the Faculty of Economics, Administration, Accounting and
Public Policy Management (FACE) of the University of Brasilia (UnB). Our team
has researchers, undergraduate and graduate students that are specialists in
Public Administration, and is committed to the application of methodologies
and scientific techniques that aim to promote excellence and transformation
of the public sector.

It emerged with the visionary ideal of boosting the analysis and effective
implementation of innovative and high-impact solutions in public services
and of delving deeper into this process. As a purpose of this ideal, we want to
respond to changes in the new paradigms highlighted by the Brazilian Public
Administration, focused on the client citizen, demanding a greater offer and
better services and policies, and also in delivering results to citizens. Know our
mission, vision, and values:

Mission:

e  Provide innovative solutions that promote excellence and transformation
to produce results and generate value in companies and governments.

Vision:

e Berecognized as a national leader in developing solutions for innovation
and efficiency in corporate and government management.

Values:

e Dynamism, commitment, and courage
e  Respect and simplicity

e  Recognition and gratitude.

e Efficiency and effectiveness



We are committed to developing strategies and planning, managing
innovation, R & D for specific solutions and organizational restructuring,
and to redesigning and automating processes in private and public sector
companies. Also, as a research group, we seek to support ourselves in the
investigation of techniques and methods for the elaboration of strategic plans,
in agile methods for innovation management, in the automation of strategic
innovation programs and the optimization of services based on artificial
intelligence and knowledge management.

The Ministry of Education, the Ministry of Planning, the Superior
Military Court, the Attorney General's Office, the National School of Public
Administration, the Department of Public Safety of Minas Gerais, the
NOVA University - Portugal and the University of Bentley - USA are some
of our customers and partners. However, it is also important to highlight the
partnership between NExT/UnB and FORPLAD, UNIFAL-MG, UFLA, and other
public institutions for the construction of this book, which, through research
and development, believed and believe in the positive transformation of Public
Administration in Brazil.

Enjoy your reading!






Preface

1. Preface

Individuals have limited perception about reality and, to deal with this
fact, they seek to come together in groups and organizations to shape
observable behaviors in rational patterns or mental models, contributing to
the achievement of organizational goals. An organizationis, at the same time,
a set of articulated purposes and established mechanisms directed towards
the achievement of results. After that, the mechanisms by which their
purposes are achieved are constantly modified and refined, reorganizing
their structure and processes, roles, and relationships [1].

Over time, several areas of knowledge, especially those of the Social
Sciences, have sought to substantiate what proves effective for achieving
the goals in organizations. It was expected that the lessons learned in
one sector could be transferred to another, forming a unique theory of
organizations. However, in addition to this not easy adaptation, scholars
suggest that differences between sectors - public or private, for example -
require their management methods and practices [2-4]. This means that,
while these organizations have fundamentally similar structures, there are
clear distinctions between them.

In the paradigm of "new public management", the adoption of managerial
practices from private administration is increasing. Both the public and
private sectors benefit from management models that contribute to a set
of new knowledge. Notably, it is valid that management practices, such as
the management of projects, processes, services or risks, have a body of
knowledge that can be applied in both sectors [3, 6]. By highlighting risk
management, similar behavior is observed in these management practices,
although they have peculiarities due to the nature of their activity. The
practice of risk management has at its core the identification and treatment
of uncertainties, so as not to affect the objectives of the organization [5].

In Public Administration, risk management techniques are incorporated
toincreaseinternal control and governance. The Joint Normative Instruction
(INC) 01/2016, dated May 10, 2016, of the Ministry of Planning (MP) and the
Office of the Comptroller General of the Union (CGU), provides for internal
controls, risk management, and governance within the Federal Executive
Branch [7]. The INC should be adopted so that these bodies implement
systemic and practical measures of risk management, and is also aligned
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with the best market practices related to risk management, namely: COSO
I, GRCorp and ISO 31000 [5, 8]. The MP also developed its risk management
guide, through the Integrity Management Manual, Risks and Internal Control
of Management (GIRC) [22], and the Methodology of Risk Management of
Information Security and Communications of the Administration System
of Information Technology Resources of the Federal Executive Branch -
MGR-SISP [9].

What we want to highlight is the importance of adopting risk management
as a complementary management method for public organizations. Risk
management can contribute to a better organizational performance by
allowing systemic controls and monitoring of risks [10-12]. Nonetheless,
societies and citizens urge for more effectiveness in the provision of services
by the Public Administration. In addition, PA spending needs to be more
satisfactorily applied and managed, and the demand for greater efficiency
and management of public resources brings accountability to society in an
active and participatory position.

Thus, with the argument that there is a relatively low level of maturity
in the discussions about risk management in public sector organizations,
especially in Brazilian public institutions and, conversely, high demand
for public bodies to be more efficient, effective and transparent in their
practices, this work aims to promote and motivate the best practices of risk
management in the public sector. The book presents a methodology of risk
management - the ForRisco methodology - and ensures to have grounded its
research on the methodologies most appreciated in the market and on those
also adopted by Public Administration organizations.

This book goes from this preface to Chapter 2, which proposes a brief
presentation of the For Platform for public governance. Chapter 3 aims to
contextualize the motivation for managing organizational risks. Chapter
4 then discusses the risk management methodologies adopted in both
the private and public sectors and the tools for risk monitoring. Chapter 5
presents the laws and regulations related to risk management in the public
sector, and for this purpose, the study focuses on the laws and regulations
that affect the Brazilian public sector. Chapter 6 discusses the most common
software tools for conducting risk management. In Chapter 7, two case
studies on risk management are carried out at two Federal Institutions of
Higher Education (IFES) - UNIFAL-MG and CEFET/RJ - and the procedures
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that made the research possible are presented. Chapter 8 deals with
the ForRisco methodology, presenting important concepts about the
methodology developed as well as the stages for implementation of risk
management. Chapter 9 discusses how to evolve risk management through
the ForRisco methodology. For this purpose, in this chapter, a comparison
is made between what is done at UNIFAL-MG and CEFET/RJ, and what
is recommended by the ForRisco methodology. Chapter 10 gives a brief
presentation of the ForRisco Platform, that is, the software developed to
manage, control and monitor risks in a systemic way. Finally, Chapter 11 sets
out the final considerations, which highlight the main achievements of the
ForRisco Project published in this book, and infers suggestions for further
research and projects.
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2. The For Platform for Public Governance

2. The for platform for public governance

In the last decades, the globalization process is leading extraordinary world
transformations for markets and societies. In this set of transformations,
more and more ways of maintaining transparency, strategy, and innovation
are needed. In order to do so, the strategic management of processes and
businesses has become an important ally of managers to boost development
and competitiveness in organizations.

Administration or strategic management is seen as the art of exploring
favorable conditions and/or applying available means to achieve specific
objectives [32]. In this understanding, strategically managing an organization
refers to a rational-creative process that permeates the actions of the
teams aiming at competitive advantages. The strategy, in this case, serves to
determine short- and long-term goals, preparing organizations for decision-
making and action.

In response to these significant changes, in the context of public and
private organizations what we see is more attentive institutions, concerned
with improving the allocation of resources and expenditures, and focused
on providing reliable results. Moreover, when it comes especially to the
public sector, governance has become the main dialectic capable of fostering
mechanisms to direct and evaluate management when considering the set of
public policies and the provision of services to society.

Following this line of reasoning, over the years, governance structures have
been created in several countries to improve performance, reduce conflicts,
alignactions, and bring greater security to owners and States.[33] As described
in the book on public governance of the Tribunal de Contas da Unido ("The
Brazilian Federal Court of Auditors"), Brazil and countries such as the United
States, England and all other countries that make up the G8 (United States,
Japan, Germany, United Kingdom, France, Italy and Canada (former G7, plus
Russia), are focused on governance issues.

In addition, several organizations have begun to address this issue and
to foster a range of codes that unveil and recommend practices related to
governance. The World Bank, the International Monetary Fund (IMF) and the
Organization for Economic Co-operation and Development (OECD) are some of
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these organizations. The Brazilian Securities and Exchange Commission (CVM),
the Brazilian Institute of Corporate Governance (IBGC) and the Brazilian Federal
Court of Auditors (TCU) have published their governance proposals [33].

Notably, we can infer the constant transformations in the paradigms
of organizations, which are progressively more focused on the gains of all
those who relate, directly or indirectly, to the circumstances brought about
by their institutions, that is, all citizens in society. Whether they are private
organizations, public organizations or governments themselves, their actions
should be mindful of ensuring the purpose of direction to seize opportunities
and avoid threats. From this point of view, the For Platform is presented as an
innovative segment of planning, strategy and risk management.

2.1. For Platform

The successful experience of an open solution for the management of
strategic plans, such as ForPDI, motivated the development of new methods
and aggregated technologies, which culminated in the construction of the
For Platform for public governance. This platform was designed and built by
a team of professors, researchers and specialists in strategic management,
innovation, and risk management to foster the improvement of methods,
processes, and software for planning and management in organizations.

Therefore, the For Platform is presented as a set of solutions that has the
mission of motivating the best practices of innovation and strategic planning
for management in organizations, provoking thought and generating added
value and knowledge. Among its main products are: the ForPDI solution,
including its set of artifacts, composed of the ForPDI methodology, online and
software training for the management of Strategic Plans (PE) and Institutional
Development Plans (PDI); and the ForRisco solution, which is completed
through the ForRisco methodology (PE/PDI integration), online training and
software for risk management in organizations.

The following is a brief description of the solutions and products offered
by the For Platform.
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2.2 ForPDI - Strategic Plan Management/PDI

The strategic actions in Federal Institutions of Higher Education and other
public institutions have gained support through Strategic Plans/Plans of
Institutional Development, a kind of instrument that aims at the foundation
of systemic diagnoses and provides a support structure for reflection,
formulation, implementation and management of the objectives, core tasks to
the organizational development.

ForPDI is an open system for management and monitoring of federal
universities and other public institutions PE/PDI. It emerged from the need for
areal-time PE/PDI monitoring tool in a collaborative, efficient, fast and secure
way. With ForPDlI, it is possible to register all the strategic planning of PDI, to
enter the values of the goals reached, to monitor the performance of the goals,
to elaborate the document of PDI and much more.

The ForPDI project was designed to provide managers with support for the
development, implementation, and execution up to the PE/PDI evaluation.
Thus, ForPDI aims to support the strategic planning of educational institutions
and other institutions in an integrated and interactive way. The ForPDI
methodology, the ForPDI software, and the online training were developed
for this purpose.

2.2.1 ForPDI Methodology

After conducting a diagnosis with 63 Brazilian federal universities to
gather information about the Institutional Development Plan (IDP) of these
universities, it was identified the need to create a reference book on IDP
management. For this purpose, the ForPDI methodology was developed to be
used by all Federal Institutions of Higher Education (IFES) in the development
of the IDPs. The methodology is based on several normative ordinances,
resolutions, and decrees that deal with the IDP. Based on this methodology, a
structure for the documentation of the IDP is proposed.
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2.2.2 ForPDI Software

Given its own methodology to support the structuring of strategic plans
and IDPs in public organizations, the need to create the ForPDI software was
recognized. Itis an IDP computerization tool to optimize the monitoring of the
results of indicators and targets. Among the main features of this software,
it stands out its flexibility and the capacity to support different structures of
plans. It is also worth noting the alignment between the methodology and the
ForPDI software.

2.2.3 ForPDI On-line Training

Online training is a complementary resource aimed at integrating the principles
and objectives of the ForPDI methodology and software. The training, as well
as all other featured products, are available free of charge in the For Platform
portal. This training consists of four modules: (1) methodological presentation;
(2) fundamentals on the strategy applied to the public sector; (3) Institutional
Development Plan: the ForPDI method; and (4) the ForPDI software platform.

2.3 ForRisco - Risk Management

Risks and uncertainties are part of the development of projects at different
levels and local or global scales. Therefore, risk management becomes, over time,
an effective mechanism in the search for results and positive impacts. This is
because managing risks has come to be recognized by institutions as a concrete
way of more satisfactorily planning material, human and administrative resources.

Following this line of reasoning, the ForRisco solution is the sum of efforts
to guarantee excellence and commitment in performing important tasks that
aim to manage processes of identification, analysis, planning, monitoring and
control of risks. With this solution, it is possible to organize and plan resources
in order to reduce the impacts of the risk on the institution. For this purpose,
a set of techniques is used to minimize the effects of accidental damage,
directing the appropriate treatment to the risks that can cause damage to the
project, the people, the environment and the image of the organization.
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The ForRiscoprojectis,therefore,asetof free and opensolutionscomposed of
the ForRisco methodology, the online training, and the software ForRisco. Thus,
the project aims to provide theoretical and practical artifacts for monitoring and
managing risks arising from the processes developed by the institutions.

2.3.1 ForRisco Methodology

In order to motivate risk management practices in the public sector, this
reference document was prepared to present and support the implementation
of the ForRisco methodology. The book presents a series of information on the
motivation for risk management as well as other methodologies heavily used in
the market and Public Administration. Also, it provides a set of tools to manage
and control risks as well as examples of case studies on risk management, also
pointing out its methodology, that is, the stages and processes of the ForRisco
methodology.

2.3.2 ForRisco Software

The ForRisco software is an integrated risk management module that
allows changes and adaptations of risks by members of institutions and
teams, facilitating the prevention of disasters arising from such risks. The tool
has features to capture the occurrence of risks, management of monitoring
processes, analysis of the aspects alighed to the organizational reality,
elaboration of several realistic scenarios and planning of future management
strategies, assisting in decision making by managers.

2.3.3 ForRisco On-line Training

In order to establish support for the ForRisco methodology and software,
online training brings a set of resources available to users. The tool is seen as a
complementary step to the other ForRisco products, allowing the integration
of objectives and techniques of risk management in institutions. The training
consists of courses related to the ForRisco methodology for using the software.

45



ForRisco: risk management in public institutions in practice




3. Motivation For Risk Management

3. Motivation for risk management

At the organizational level, uncertainties occur at all times. Uncertainty
refers to situations where there is not enough information to understand
the scenario or knowledge about the consequences of a particular event.
Risk, in turn, is related to the effect of uncertainty on the achievement of
organizational goals [5]. Thus, when talking about risk management, there is a
quest for practices recommended by corporate governance and the Board of
Directors to identify and list, in a preventive manner, the main risks to which
the organizationis exposed, indicating the probability, the impact and the path
to treatment, based on systematic practices [13].

Failures in the banking system, natural disasters, mismanagement
of resources, and lack of knowledge of the organization resulted in the
development of risk management prepared by auditors, insurers, accountants
and other practitioners of various private sector organizations. Over time,
these management practices have converged to generic corporate risk
management models - frameworks - that emphasize the hierarchical structure
of management, quantify exposure to risk and provide control systems for risk
management [14]. With the development of these frameworks, corporate risk
management has attracted the attention of public and private sector managers
as a means to identify and manage comprehensively and strategically the risks
to which they would be exposed.

In the public sphere, risk management has already been adopted by various
government agencies around the world. In the international scenario, the
British Treasury Department developed a Risk Management Assessment
Framework (a tool for departments) between 2004 and 2009 to assist in
collecting and evaluating evidence on departmental performance, and also to
assist in setting priorities for improvement actions [15]. Other less generic
initiatives have been developed in the United States by the Government
Accountability Office, which includes various frameworks related to security,
military, and terrorism, fraud, and finance, among others [16]. In Canada, the
Treasury Board of Canada Secretariat has developed mechanisms for financial
risk, internal audit, procurement of services, Information Technology (IT) and
others[17]. These examples illustrate the relevance and adoption of the theme
in some countries.
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In Brazil, the Joint Normative Instruction MP/CGU 01/2016, was developed
by the Ministry of Planning (MP) and the Office of the Comptroller General
of the Union (CGU), which provides for internal controls, risk management,
and governance within the Federal Executive Branch [7]. Other initiatives on
information security risk management were developed by the Presidency of
the Republic, through the Department of Information and Communications
Security(DSIC), in Complementary Norm 04/13[18].

The Brazilian Institute of Corporate Governance (IBGC) has developed
a methodology for implementing risk management in organizations [13].
This framework differs from what has been adopted by the normative ruling
(IN) n° 01/2016 on the process of risk management but can be used in a
complementary way to other methodologies. Also, the IBGC methodology
contributes to different reflections on the subject of risk management, and it
should be emphasized that analyzing different methodologies can enrich and
add value in the conduction of risk management.

All these initiatives, both international and Brazilian, allow bodies to
consider their processes and their search for efficiency, identifying gaps and
creating plans and actions to fill deficiencies. By achieving these results, these
organizations can deliver greater satisfaction and better services to society
and citizens. This search for more meaningful answers to the development
of risk management was the motivating condition to leverage research on
organizational risks in public institutions in Brazil.

Notoriously, this book brings a significant contribution to Brazilian
organizations, especially those of a public nature, by establishing a range
of information on current legislation, most used software and practical
cases of risk management processes in agencies linked to the Federal
Government of Brazil. However, it is important to emphasize the relevance of
the topic addressed which, in general, encompasses a set of key references,
methodologies, and tools for any organizations that have an interest in
ensuring success in effective risk management.

Namely, this work is revealed as a result of a project entitled "Risk
management in federal universities: elaboration of the reference model and
implementation of the system. "For the development of the research, the
project had the resources of the Foundation for Support to Culture, Education,
Research and Extension of Alfenas (FACEPE), an organ linked to the Federal
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University of Alfenas. It also received support from 63 Federal Institutions
of Higher Education (IFES) by the National Forum of Pro-Rectors of Planning
and Administration (FORPLAD) and the National Association of Directors of
Federal Institutions of Higher Education (ANDIFES) in Brazil.

The following are some risk management methodologies and tools that
have been adopted in both private and public organizations.
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4. Main Risk Management Methodologies and Tools

4. Main risk management methodologies and tools

Risk management methodologies have several similarities among them,
especially for identifying and treating uncertainties systematically so that
there is proper communication throughout the risk assessment process. It is
also worth noting that, in general, any risk management process will provide
a secure basis for decision making, logical planning, clarification of objectives
and, lastly, the minimal risk from an economic point of view.

Therefore, during the implementation of a risk management process, there
is a set of linked issues where one question naturally leads to the next, forming
a generic process of risk management [19]. These issues are presented in
Figure 1.

0 Establish the context ‘ '
(What do we want to achieve?)

. Identification of risk
Commumcatp n (What can affect us?) ‘ '
and consultation —

(To whom should

we communicate?) # Risk Analysis/Assessment
(What is more important?) ‘ ’

Treatment of risk
# (What should we do? Did it work?) 0

Monitoring
and review
(What has
changed?)

Figure 1 - Generic risk management process
Source: Hillson (2017, p.9), with adaptations

According to Hillson [19], all these issues are present during the
implementation of the stages contained in the main methodologies on risk
management or evaluation, such as ISO 31000 and M_o_R-OGC. These
are guiding questions that help the development team in the stages of risk
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management and tend to ensure its development feasibility, without losing
sight of the focus and other objectives proposed in the formulation of the
process. Table 1 relate these issues to the stages in each methodology.

Table 1 - Questions to be answered by the stages of the methodologies

Questions 1SO 31000 (2018) M_o_R-OGC (2010)
What do we want to achieve? | Establishment of context Identify the context
What can affect us? Identification of risk Identify risks
Risk analysis Estimate
What is more important? . b
Risk assessment Evaluate
What should we do? . Plan
o Treatment of risk
Did it work? Implement
To whom should we Communication and .
. . Communicate
communicate? consultation
What has changed? Monitoring and critical analysis | Incorporate and revise
What have we learned? Recording and reporting -

Source: Hillson (2017, p8), with adaptations

Each guiding question can be treated in different ways, depending on the
methodology or the purpose for which it is intended, but its merit stands out
here. As for the question "What do we learn?", Hillson [19] suggests that this
stage is little explored in the methodologies and that the lessons learned are
rarely conducted at the end of projects or key decisions of the organization, so
they have been left blank. It turns out, however, that the non-implementation of
the lessons learned usually is caused by long-term benefits due to the complexity
of the goals or lack of clarity, lack of employee altruismin helping colleagues with
experiences or because employees need to start a new challenge before they
have time to capture the lessons from the previous challenge. Failure to capture
and disseminate these lessons causes the organization to make the same mistake
repeatedly, spending scarce resources and not delivering the results it needs.

Below, we discuss the most recurring risk management methodologies in the
market as well as a comparison between these methodologies. Next, it is worth
mentioning that some methodologies developed and adopted by the Brazilian
Public Administration will also be detailed.
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4.1 Market methodologies

The following are the main market methodologies used for enterprise
risk management: ERM-COSO - widely adopted by the Brazilian Public
Administration - and ISO 31000 and M_o_R-OGC - recurrent methodologies
in public and private organizations in several countries.

4.1.1. Enterprise Risk Management (ERM-CQOSO)

ERM-COSO is perhaps the most widely accepted framework on the
market for organizing risk management efforts. Developed by the Committee
of Sponsoring Organizations of the Treadway Commission (COSO), its
first version, published in 1992 - Internal Control - Integrated Framework,
proposed a structure focused on the implementation and conduction of
internal control in organizations, and in the evaluation of its effectiveness.
Among other versions, in 2004, the Enterprise Risk Management - Integrated
Framework (ERM-COSO) project drives the argument that risk management
exists in organizations or entities to provide value to stakeholders such as
shareholders, customers, employees, among others [8].

Inits most recent narrative, ERM-COSO 2017, which is an updated version
of Enterprise Risk Management - Integrated Framework, 2004, addresses the
evolution of enterprise risk management and the need for organizations to
improve their risk management approach to meet the demands of an evolving
business environment [34]. According to COSO [34], the complexity of risks
has changed, and new risks have emerged, but managers and executives have
also improved their awareness and oversight of enterprise risk management
while new, improved resources are needed.

In fact, all organizations face uncertainties, and the challenge of
management is to determine how much uncertainty to accept, as they can
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affect the desired organizational values [8]. Therefore, all organizations need
to define their strategies and adjust them periodically, keeping in mind the
changing opportunities for value creation and the challenges that will occur
in search of these values. In order to do so, they need the best structure
possible to optimize strategy and performance. At that point, enterprise risk
management comes into play. Risk management is aimed at maximizing value
resulting from a clear and precise definition of objectives and strategies to find
the ideal balance [34].

According to ERM-COSO [34, pp. 15-16], there are many benefits to
organizations that integrate their enterprise risk management strategies,
such as:

a. increase the range of opportunities: risk management processes can
improve the entity's ability to identify new opportunities and unique
challenges associated with these opportunities;

b. identify and manage the entire risk entity: a risk can originate in one
part of the entity but affect a different part. Consequently, management
identifies and manages these risks across the entity to sustain and improve
performance;

c. increase positive results and benefits, and reduce negative surprises:
managing risks enables entities to improve their ability to identify new risks and
establish appropriate responses, reducing surprises and related costs or losses;

d. reduce the variability of performance: enterprise risk management
enables organizations to anticipate the risks that would affect their
performance and enables them to take the necessary actions to minimize
disruption and maximize opportunities;

e. improve resource allocation: obtaining robust information about the
risks allows the management, faced with finite resources, to evaluate and
prioritize the implementation of these resources; and

f. strengthen business resilience: the medium and long-term viability of an
entity depends on its ability to anticipate and respond to changes not only
to survive but also to evolve and thrive. In part, effective enterprise risk
management enables this.
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These benefits show the need for a holistic view of organizations in an
interactive process among their members. In fact, risk should not only be
viewed as a potential uncertainty or challenge to establish and execute
strategies. Far from this, risk must be understood as a strategic and planned
opportunity that can improve the responses, resources, and deliveries in the
entity that proceeds it [34].

Through this holistic view, ERM-COSO establishes the importance of
integrating enterprise risk management, mainly because of risk influences and
aligns the strategy and performance of entities across all departments and
functions. To explain this, the document proposes the framework of enterprise
risk management, represented in Figure 2:

\NgF \Y 4

MISSION, VISION FORMULATION
AND FUNDAMENTAL STRATEGY OF BUSINESS IMPLEMENTATION IMPROVED

VALUES DEVELOPMENT OBJECTIVES & PERFORMANCE VALUE

Governance Strategyand | Performance
and Culture Goal Setting ‘

Figure 2 - Risk management methodology proposed by ERM-COSO
Source: ERM-COSO (2017, p. 18).

Review Information,
Communication,

and Reporting

The framework governs a set of principles organized into five main,
interrelated components [34, p. 18]:

1) Governance and culture: governance sets the tone of the organization,
reinforcing the importance of mission and vision, and establishing
supervisory responsibilities for enterprise risk management. Culture refers
to fundamental ethical values, desired behaviors, and understanding of risk
in the entity;

2) Strategy and goal setting: in enterprise risk management, strategy and
goal setting must be worked together in the strategic planning process. Risk
appetite is established and aligned with strategy; and business objectives
put the strategy into practice as a basis for identifying, assessing and
responding to risks;
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3) Performance: risks can affect the scope of the strategy, and business
objectives need to be identified and evaluated. Risks are prioritized
by gravity in the context of risk appetite. The organization then selects
risk responses and obtains a portfolio view of the number of risks it has
assumed. Theresults of this process are reported to the main stakeholders
of the entity;

4) Review: when reviewing the entity's performance, an organization
can consider how well the risk management components are working, over
time, and what changes are needed; and

5) Information, communication, and reporting: Enterprise risk
management requires a continuous process of obtaining and sharing the
information needed from both internal and external sources, flowing up,
down and across the organization.

In addition, the five components of the framework are supported by
a set of principles, which seek to meet all the requirements of good risk
management in an organization, from governance to monitoring. They
are also manageable principles and describe practices that can be applied
in different ways, regardless of entity size, type or industry. In Table 2, the
principles for each of the components are explained and described, according
to ERM-COSO [34, p. 19].
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Itisworthmentioning,based onthecomponentsandthe principles proposed
by the ERM-COSO review [34] for risk management, that adherence to these
principles aims to provide the administration, the Council and the managers
with a reasonable expectation that the organization that understands and
strives to manage risks more effectively meets its business strategy and
objectives. The result of this, regardless of the type of entity, should reflect in
the integration of enterprise risk management practices with other aspects of
the business, increasing the trust of the stakeholders and generating value for
the organization.

4.1.2. 1SO 31000

ABNTNBRISO 31000: Risk Management - Guidelines - defines principles and
guidelines in risk management, and can be adopted by different organizationsin
the activities of strategic decision, operation, process, function, project, service,
and risk assessment. The methodology can be applied to different types of risks,
regardless of their nature, such as qualitative or quantitative objectives and,
also, on positive or negative impacts, establishing and achieving objectives and
improving performance [5].

The standard suggests that treatments be done according to the specifics of
the organization, which, initially, uses the methodology to harmonize the risk
management process in existing standards, thus providing a certain support
to the actions [5]. Also, ISO 31000 aims to support the standardization of risk
management in the organization without leaving aside the understanding of the
need to treat specific cases and situations, that is, inherent to each institution.

According to the standard, therisk is the "effect of uncertainty on objectives"
[5, p. 1]. Therefore, managing risks corresponds to helping organizations in
establishing strategies for decision-making. Risk management integrates
governance actions and contributes to improved management [5]. In addition,
all organizations manage risks to some degree, and the standard sets forth
principles that need to be addressed to make risk management effective,
systematic, transparent and reliable.

The standard is divided into three components: a) principles; b) structure

and c) processes. In other words, starting from the ISO 31000 risk management
proposal and a set of rules and guidelines contained in the principles, a structure
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is created to support the implementation of risk management processes in
organizations aiming at continuous improvement. From this set of components,
the standard process aims to establish the context, identify, analyze, evaluate
and treat therisk, and, in the course of the process, to communicate and monitor
it [5]. Figure 3 represents the general model of the methodology.

Principles

Value creation
and protection

Risk management

Structure process

Processos de
avaliacdo deriscos

Riskidentification | Monitoring
~ and CrItI.Ca|
analysis
’ Risk analysis

Leadership and

munication
Commitment Itati

~—
Risk assessment

Risk Treatment

Recording and
reporting

Figure 3 - Risk management methodology proposed by ISO 31000
Source: ABNT NBR ISO 31000 (2018, p. vi)

a) InPrinciples,the purpose correspondstothe creationand preservation
of values. Through this value structure, organizations must develop their
basis for risk management. To this end, ISO 31000 highlights the following
principles: value creation; integration; structure and scope; customization;
inclusion; dynamic; best information available; human and cultural factors;
and continuous improvement.

b) In Structure, ISO 31000 allows the organization to reflect on the

integration of risk management into meaningful activities and functions.
For this purpose, the institution should evaluate existing practices and
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processes, and then identify possible gaps. It is important to consider
all stakeholders and top management. The elements of the structure are
leadership and commitment; integration; conception; implementation;
evaluation; and improvement.

c) In the Process, risk management comprises the construction and
implementation of policies and practices to control and monitor activities.
In summary, the risk management process starts with defining the scope
of the organization's activities, the external and internal contexts, and the
definition of criteria for risk assessment. It is necessary to identify, analyze
and evaluate the risks and then treat them. This process must continuously
be communicated and monitored. The risks, their treatments, and all
monitoring must be reported and recorded.

When ISO 31000 is implemented and maintained, the risk management
proposal contained in this standard enables several objectives to be met to
meet the needs of stakeholders. Through this set of structured and proposed
controls, and with a clear understanding of the context and the risks, the
best tools for the treatment of risks are defined according to their nature.
Therefore, it is believed in the quality of the treatment of risks and the greater
aggregation of value to the business through the management.

In addition to ABNT NBR ISO 31000 - Guidelines, ABNT NBR ISO 31010:
Risk Management - Techniques for the risk assessment process guides the
selection and application of systematic techniques for the risk assessment
process, contributing with risk management activities. According to the risk
assessmentprocess,byusingthetoolsandtechniquesproposedinthestandard,
it is possible to understand better the risks, gathering relevant information
that helps in decision-making and the establishment of prioritization for the
treatment of risks [20]. Table 3 presents these tools.
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Table 3 - Tools used for the risk assessment process

Risk assessment process

Risk analysis

Tools and techniques

Risk level
Risk assessment
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Consequence
Probability

Reliability-centered maintenance SA | SA | SA | SA | SA
Hidden Circuit Analysis A NA | NA | NA | NA
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Risk assessment process

Risk analysis
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FN curves A SA | SA A SA

Risk indices A SA | SA A SA

Probability/consequence matrix SA | SA | SA | SA A

Cost-benefit analysis A SA A A A

Multi-criteria Decision Analysis (MCDA) A SA A SA A
1SA - Strongly applicable, 2 NA - Not applicable, ® A - Applicable

Source: ABNT NBR ISO 31010 (2012, p. 21-22), with adaptations

The ABNT NBR ISO 31000 standard presents a set of stages containing
the principles, strategy, and processes of risk assessment, and in that process,
it lists the tools and techniques to allow a systematic risk assessment to be
sought. It is worth reflecting that, just like the ERM-COSO, the concerns fall on
the human factor, such as the lack of understanding and other problems arising
from the lack of communication and limited rationality. However, through the
governance structure proposed by the standard, it is possible to guarantee
better organizational performance and the reduction of uncertainties.

4.1.3.Management of Risk (M_o_R-OGC)

The M_o_R (Management of Risk) framework developed by the Office of
Government Commerce (OGC) is a guide to assist organizations in making
decisions about risks that may affect the achievement of their strategic
objectives of programs, projects, or operations.

The methodology encompasses principles, approach, and processes
in a set of interrelated stages in these dimensions for risk management in
organizations. It is also supported by tools and techniques for identifying,
assessing and treating those risks. There are some ISO 31000 references
included in the M_o_R-OGC, which makes it complementary in relation to
risk management [21].
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In M_o_R-OGC, there is a more prescriptive way of conducting risk
management in the organization. In this way, eight principles are presented
so that risk management can happen practically according to the guidelines
of this methodology - the first seven are enabling principles, and the last one
is a result principle [21]:

1. Alignment to objectives: risk management must be continually aligned
with organizational objectives.

2. Suitability to the context: risk management must be perfectly adequate
to the current context.

3. Stakeholders’ engagement: risk management should engage
stakeholders and deal with different perceptions of risk.

4. Providing aclear process guide: risk management should provide a clear
and coherent process guide for stakeholders.

5. Support for decision-making: risk management must properly inform
and be linked to decision making throughout the organization.

6. Support for continuous improvement: risk management should use
historical data to facilitate learning and continuous improvement.

7. Creating a supportive culture: risk management must create a culture
that recognizes uncertainty and considers the organization to be at risk.

8. Scope of measurable values: risk management allows the achievement
of measurable values in the organization.

To ensure that risk management is conducted properly and successfully
throughout the organization, there are methods and models for achieving
results, such as the HealthCheck or the maturity scale based on best market
practices.

In order to be able to reach the mentioned principles, M_o_R-OGC
suggests an approach through a set of guiding documents (records, plans, and
reports, among others) in the definitions of how actions will be conducted,
how they will be communicated, managed and improved over time [21]. Table
4 presents some of these documents.
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Table 4 - Approach to risk management - Documents

Document Description

Policy

The purpose of the policy is to communicate "why" and "how" risk
management will be implemented throughout the organization (or part
of it) to support the achievement of the objectives.

Process Guide

The process guide describes how risk management stages will be
conducted, from the identification of these risks to their treatment or
implementation. It reflects the core of M_o_R-OGC's risk management
methodology.

Strategy

The strategy describes specific activities for the management of risks
that must be carried out by an organization, or part of it, in a particular
way considering its characteristics.

Recording of Risks

The risk recording should capture and maintain threat and opportunity
information related to a specific organizational activity. It is the main
component to be evaluated in conjunction with the other risks and
allows the allocation of responsibilities and the distribution of tasks.

Recording of Issues

Issues are materialized risks. These records should capture and
maintain information in a consistent and structured manner on the
issues that are currently occurring and requiring attention.

Improvement
Plan for Risk
Management

The purpose of the improvement plan is to support the incorporation of
risk management into the organizational culture. This document should
reflect the improvements planned for the environment and reflect the
current health status (HealthCheck - Assessment Questionnaire, Annex C
of the standard) compared to the current maturity state to set a course to
increased maturity and continuous improvement (Annex D of the standard).

Risk
Communication
Plan

The risk communication plan describes how the information will
be disseminated and assimilated by key people in the organization.
Accurate communication is a critical success factor to ensure that the
context is understood, risks identified and evaluated, and appropriate
responses planned and executed.

Risk Response Plan

The risk response plan is linked to risk recording and should contain
specificdetails for asinglerisk. Inthisdocument, itis stipulated whois the
owner of the risk, the executor or agent, how the risk must be monitored
and communicated, among other characteristics for its treatment. Thus,
if the event of a risk materializes or exceeds its tolerance limit, it is not
necessary to develop a plan at runtime, which will save time and effort.

Risk Treatment
Progress Plan

The progress plan of risk treatment must provide a report with regular
information on the progress of the implementation or the treatment
of risks to the managers involved or the stakeholders. This report
allows adding value to decision makers so they have the most accurate
information and can analyze trends.

Source: M_o_R-OGC (2010, pp. 21-25), with adaptations
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Figure 4 shows the relationship of these documents. It is worth pointing out
that there are some comprehensive documents, that is, that are valid for the
entire organization, and specificdocuments for activities unique to organizations.

Process
Guide

For each activity of the v -
organization, such as Strat c Risk ;
1 rategy ommunication
operation or program b
-
Risk Response Recording # Recording
Plan of the Risk of the Issue

Improvement
Plan for Risk
Management

For the entire
organization;

Risk Treatment
Progress Plan

Figure 4 - Relationship between M_o_R-OGC documents
Source: M_o_R-OGC (2010, p. 24), with adaptations

Once the policy is structured, and the approach to risk management
at the organizational level is defined, risk processes are started in a more
individualized way. The M_o_R-OGC risk management process contains
several stages, as shown in Figure 5. The "Communicate" stage is central
and must occur several times in order to have a correct alignment between
those involved. The stages "ldentify", "Estimate/Evaluate"”, "Plan" and
"Implement" represent alogical sequence, and the output of a stage serves
as input for the next stage.
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Principles of
M_O_R

Incorporate
and Review

Figure 5 - Risk management methodology proposed by M_o_R-OGC
Source: M_o_R-OGC (2010, p. 3), with adaptations

Asin ABNTNBRISO 31010,M_o_R-OGC has aset of tools and techniques
to support the implementation of the risk management process. The
techniques for risk management are classified according to the framework
stages-Table5.Thisframeworkisintendedtoassist managersinthedefinition
of management techniques and resembles the tools and techniques present
in ABNT NBR ISO 31010.
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Table 5 - Techniques in Appendix B of the M_o_R

Another stage in the
process in which the
technique may be useful

The technique primarily associated

el e with the process stage

Stakeholder analysis

PESTEL analysis

SWOT analysis Identify the risk
Horizontal scanning

Probability and consequence matrix

Identify the
context

Probability assessment
Impact assessment
Proximity assessment

Estimate

Expected value as decision criterion

Risk response
Cost-benefit analysis Evaluate
Decision tree

Source: M_o_R-OGC (2010, p. 86), with adaptations
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To support these activities, M_o_R-OGC suggests a set of roles and
responsibilities that involve:

e the senior team or Senior Management Committee, with attributions
focused on strategic activities, dissemination, and incorporation of risk
management;

e the representative of the senior team, with responsibilities to ensure
governance and internal controls, and other information that must be
reported, among other activities;

e program, operation or project managers who are responsible for
ensuring that the record, review, evaluation, tasks and other controls
are performed properly;

e thequality team,to ensure that there are accounting controls by internal
guidelines, review of the progress of plans and other audit activities;

e risk specialists to ensure that the Risk Management Policy is properly
implemented, in addition to facilitating the dissemination of the
methodology by the agency; and

e the other teams, which participate in identifying the treatment of risks,
implement the rules of the policies and scale the risks when necessary.

The methodology also provides a maturity scale to support managers
and senior management in defining the objectives for the evolution of risk
management and its maturity in the organization. Table 6 represents this scale
with maturity levels.

69



ForRisco: risk management in public institutions in practice

Aligned to

Suitable to
the context

w
A
wn O
3T
270
[o N =
> ¢
(=
- @©
I
wn

Continuous Decision

improvement

Collaborative

Measurable

objectives

Making

Level 1
Initial

The objectives
are not defined.

Not all
stakeholders are
consulted.

Thereis no
definition of
operational
limits, reviews or
reports.

The team acts
onitsownin
independent
groups.

Table 6 - M_o_R maturity scale

Level 2
Repetitive

Risks associated
with defined
objectives.

Stakeholders

are identified

and minimally
engaged.

Management
reports
areissued
consistently and
within defined
time frames.

Risk owners,
managers, and
agents are
identified.

Level 3
Defined

Objectives
defined and
updated during
risk management.

The objectives

of stakeholders
are identified,
recorded, aligned,
and assigned.

Senior managers
reportina
consistent
format.

Teams integrated
into the
organization
with roles and
responsibilities.

Level 4 Managed

Objectives
changed
according to risk
response.

Stakeholders are
actively involved.

There is quality
quantitative
analysis.

Risk management
attitudes are
recognized and
honored.

Source: M_o_R-OGC (2010), with adaptations
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Level 5
Optimized

Objectives
defined
according to risk
management.

Stakeholders are
encouraged and
involved in the
investment cycle.

Scenario
planning
techniques are
naturally used.

Risks are
appended in the
organization,
present in the
job descriptions.
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Compared to ERM-COSO and ISO 31000, M_o_R-OGC presents the largest
framework of guidelines for the implementation and operationalization of
risk management in organizations. It is inferred that, although it is more
prescriptive than the other standards, this standard remains generic enough
to be adopted by both public and private sector organizations of greater or
smaller size.

4.1.4. Comparison between the main market methodologies

Market methodologies have a common set of guidelines for professionals
in the area of risk management. As they were developed at different times,
there is an evolution in the focus of management techniques, as well as a
comprehensive set of tools and techniques to support managers in conducting
organizational risks. Therefore, Table 7 contains information that summarizes
the main ideas of the risk management process according to market
methodologies. To facilitate the understanding, Figure 6 was elaborated,
which exemplifies a comparison between the risk management methodologies
with the following specifications: A as a representation of principles; B as the
structure of the methodology; and the numbering (from 1 to 10) with the
stages of support and implementation of the methodologies.

The stages and processes in Figure 6 are recorded and interpreted in
Table 7 to facilitate the understanding of risk management and the individual
characteristics of market methodologies. Risk interpretations, corporate risk
management, risk assessment process, principles, structure, context/internal
environment, the definition of objectives, identification, analysis/evaluation,
treatment/response, communication, monitoring, and approach are presented
for each of the methodologies mentioned.

N - \V

MISSION, VISION FORMULATION y &
AND FUNDAMENTAL STRATEGY OF BUSINESS IMPLEMENTATION IMPROVED

VALUES DEVELOPMENT OBJECTIVES & PERFORMANCE VALUE

Governance Strategy and Performance Review Information,
and Culture Goal Setting Communication,

and Renorting

@ © & 0 °

Figure 6 - Comparison between risk management methodologies
(continues)
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Principles of M_O_R

Incorporate
and Review

1-3

7-8

Communicate
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Risk management
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Commitment
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Monitoring and
~_— critical analysis

Risk analysis

Communication 3
and
consultation

Risk assessment

Risk Treatment

Recording and reporting

Figure 6 - Comparison between risk management methodologies
Source: ERM-COSO (2017),1SO 31000 (2018), M_o_R-OGC (2010), with adaptations
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It can be said that market methodologies have a common set of guidelines
for professionals in the area of risk management, that is, similarities regarding
the topics addressed. However, as they were developed at different times,
there is an evolution of the focus on management techniques, especially
ISO 31000 and M_o_R-OGC, as well as a comprehensive set of tools and
techniques to support managers in risk management in the organization in
all the methodologies presented. Through this comparison, one can also infer
the convergence of the methodologies for an understanding that refers to a
generic process of risk management, which highlights the understanding of the
context, identification and risk assessment, preparation of plans for treatment
and implementation of these plans.

4.2. Methodologies of the Brazilian Public Administration

The following are the main risk management methodologies identified in
Brazilian Public Administration bodies. Table 8 lists the bodies in which the
methodologies were developed, the title of the document and a brief description.

Table 8 - Guidance books and methodologies on risk management of the
Brazilian Public Administration.

Body Tittle Description

Thisguideisnotintendedtomakeacomprehensive
assessment of risk management or to address
all the details of the issue. It intends to create a
common starting point for learning and working
on what constitutes good risk management and

Escola Nacional thus to have a sense of the obstacles that can be

de Administracdo

Bl e e Guide on Rlsk_ faced in the mcorporqt[on of r|_sk management
. Management inthe | into governmental decision-making processes. In

School of Public . ; .
Public Service order for the greatest possible number of people

Administration) -

(2006) to benefit from reading this guide, technical

jargon was avoided, and an effort was made to
keep it succinct. Readers wishing to have more
comprehensive information can refer to the list
of additional features included at the end of the

guide.
Instituto Brasileiro
de Governanca The recommendations and suggestions contained in the
Corporativa Guidance book for guidebook should be evaluated according to the reality
(Brazilian Institute | Enterprise Risk of each organization. Although it is primarily intended for
of Corporate Management profit-seeking organizations, concepts and suggestions
Governance) - may also be used by first and third sector entities.

(2007)
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Ministry of Risk Management Integrated corporate risk management model for
Finance (2014) Front the MF.

Superior Court of
Justice (2016)

Ministry of
Planning,
Development
and Management
(2017)

Risk management

Integrity, Risks and
Internal Control
Management
Manual

The work processes of the SCJ involves risks.
Therefore, the awareness that they exist and
the ability to manage them, combined with the
willingness to take risks and make decisions, is
indispensable. With the implementation of this
methodology of risk management based on proven
experiences, we are increasingly looking for
excellence inthe provision of quality publicservices
to jurisdictions with speed and transparency.

It seeks to present the integrity, risk and internal
control management methodology of the Ministry
of Planning, Development, and Management, in
the context of the model under development in
the MP (policy, supervisory bodies, methodology
and technological solution).
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The following were considered for analysis:

e The methodologies of the Ministry of Planning, Development and
Management, developed by the General Coordination of Information
Security - CGSIN/DESIN/STI/MP, the MGR-SISP of August 2016, and the
Integrity, Risks and Internal Controls Management Manual, elaborated by
the Special Advisory on Internal Control, the GIRC of January 2017, for
being in line with Joint Normative Instruction 01/2016; and

e The IBGC 2017 methodology, for proposing the assessment of the
organization's maturity in terms of risk management.

Other methodologies were not considered in this analysis because of the
similarity with the market methodologies or the specialized scope of the body
in which it was developed.

4.2.1. The methodology of integrity, risk and internal control management - GIRC

According to the Ministry of Planning, Development and Management, the
Integrity Program aims to mitigate corruption and ethical deviations from the
mobilization and active participation of public managers by means of measures
that ensure delivery of the expected results by society, the strengthening and
improvement of the governance structure, risk and control management, and
integrity procedures [22].

Inthis methodology developed by the MP's Special Advisory on Internal Control,
premises, concepts, roles and responsibility, the taxonomy of risk events and list of
basic controls for a public organization are described. It consists of four pillars:

e 1st Pillar - Integrity Environment: provides the basis for the program to be
effective; is comprised of commitment actions, senior management support,
and alignment with strategic planning;

e 2nd Pillar - Integrity, Risk and Control Management: definition of a Risk
Management Policy; Subcommittee on Integrity, Risks and Controls (SIRC);

and implementation of risk management;

e 3rd Pillar - Institution and Compliance of Integrity Procedures: integrity
involves the development of the code of conduct, reporting channel,
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training plan, and internal education; compliance involves actions that foster
the declaration of assets, combat conflict of interest and the presence of
nepotism and implementation of the Law on Access to Information; and

e 4th Pillar - Information, Communication and Monitoring: the process of
making information available to stakeholders, the relationship between
supervisory and monitoring bodies on program actions to assess the quality
of the internal control system over time.

These pillars provide a basis for integrity, risk and control management in

the organization through the methodological model shown in Figure 7. The

following are presented in the methodology:

e the policy, which establishes the principles, guidelines, and responsibilities;

e the supervisory body, which advises the body's highest authority in the
definition and implementation of guidelines, policies, standards, and

procedures;

e the GIRC methodology, which assumes that the organization's value chain
and processes are mapped to apply the "Process Prioritization Method";

e the technological solution, which serves as an instrument to support the
application of the GIRC methodology [22].

Good practice

Strategic*
Tactical*
Operational®

Joint Normative Instruction
(IN) MP/CGU N°01/2016

MP Integrity Program (Ordinance
N° 150/2016 and amendments)

1? Analysis of the
internal and external

environment and
goal setting
52 Information,

communication, and
monitoring

2° |dentification of
risk events

/ \

4° Risk response < 3" Risk assessment

and controls

(continued)
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Details on supervisory bodies

T~k
Strategic >
( | | | | )|
Subcommitteeon  Subcommitteeon  Subcommittee q .
informationand informationand  on Acquisitions Su:rf Tmmn::‘ee S;angzr:melttatf ©
> SIRC C°;"""1”"'Icat'°" communications  and Contracting  Resources and Finganda\f
echnology security and Costs
management management Management Wit Management
PP
Tactical
| | | | |
9 NRC Core Core Core Core Core
|
UIRC

Operational*

1
> Manager

Figure 7 - Methodology of integrity, risk and internal control management
Source: GIRC (2017, p. 16), with adaptations

The methodology emerged from the document "Method of Prioritization
of Processes". There, it is possible to identify and evaluate risk processes and
events, prioritize those presenting the most critical risks and adopt responses to
therisk events of the unit processes. Additionally, this record still provides basic
guidelines on good practices to awaken in managers the importance of integrity,
risk and internal control management [22].

The major contribution of this methodology corresponds to the structure
developed before the application of risk management, which defines a policy
to be followed, roles and responsibilities, methods of recording and monitoring
risks, and aligning those dimensions with Technology Information (IT) to enable
an information system to facilitate risk management in organizations. It also
makes an important contribution regarding the availability of internal control
tools to enable recording and follow-up through the "Process Prioritization
Methodology" and the "Documentation Worksheet", available on the Ministry
of Planning website.

4.2.2.SISP- MGR-SISP risk management methodology

The MP, through the General Coordination of Information Security -
CGSIN/DESIN/STI/MP, developed a risk management methodology focused
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on Information and Communications Security of the System of Administration
of Information Technology Resources of the Federal Executive Branch,
according to Joint Normative Instruction CGU/MP No. 01/2016. Although it
has been developed with a focus on Information and Communication Security
Risk Management (GRSIC), the standard can be adapted as a generic process
of risk management.

The methodology makes a great contributionin relation to the Brazilian
context by understanding references to current norms and laws applied to
risk management and by having a set of processes, activities, and tasks
in a structured way, as shown in Figure 8. In the process, communication
and monitoring are tasks that must happen in parallel with the set of risk
management processes. In this way, a strong similarity with the ISO 31000
methodology is inferred in a logical sequence of stages for the resolution
of the risks.

6
Communicate Risks

1 2 3 4 5
Establish Identify Estimate Assess Address
Context Risks Risks Risk Risks

7
Monitor Risks

Figure 8 - Risk management methodology proposed by MGR-SISP
Source: MGR-SISP (2016, p. 36)

This methodology has seven processes that contain 16 activities, totaling
65 tasks for the management of risks, as shown in Table 8. The roles for these
tasks are also defined, which correspond to:

e Competent authority: responsible for providing the necessary resources for
risk management, identifying those responsible, initiating risk management
activities and approving important points related to risk management, such
as the objective, restrictions, and enhancements of the MGR-SISP;

e Risk manager: responsible for carrying out risk management activities and

coordinating efforts to identify and estimate risks, propose improvements
neededtomitigaterisks,and reporttheresults of analyzestoall stakeholders;
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e Responsible for the unit of the organization: accounts for an area of the
organizationinwhichthemethodologywillbeimplementedorforanareathat
must provide information for risk management. Has the role of coordinating
the provision of the information needed to identify and estimate risks and
make necessary improvements when the analyzes indicate;

e Responsible for assets: responds by providing information about the assets
that are part of the risk analysis. This information helps decision-making on
controls to be implemented.

In Table 9, those responsible and their respective tasks are represented
by the following acronyms: CA - Competent authority, in black; RM - Risk
Manager, in blue; RA - Responsible for Assets, in orange; and RU - Responsible
for the Unity of the Organization, in green. The gray color was used for more
than onerole [9].

Table 9 - Tasks in the MGR-SISP

Process Activity Task Initials
1.1-A: Define Risk Manager CA
1.1-B: Identify objectives, premises, constraints, RM
and scope of the GRSIC project
1.1 Start GRSIC 1.1-C: Validate objectives, premises, constraints, CA
E project and scope of the GRSIC project
E 1.1-D: Define those responsible for the units of the
o) organization RM
()
}, 1.1-E: Define those responsible for assets RU
g‘ 1.2-A: Prepare a questionnaire RM
E 1.2-B: Identify professionals to answer the RM
o 12 Perflorm ) questionnaire
pre-analysis o -
the scope of the 1.2-C: Get Answers RM
GRSIC project 1.2-D: Consolidate Results RM
1.2-E: Validate results CA
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2.1-A: Define the GRSIC approach RU/RM
2.1 Identify assets | 2.1-B: Register assets RU
2.1-C: Validate information about assets RM
Qo 2.2-A: Request identification of threats, controls,
5 I RM
= and vulnerabilities
x 2.2-B: Obtain threats, controls, and vulnerabilities RU
E of unit assets
E 2.2 Identify 2.2-C: Report threats, controls, and vulnerabilities
= threats, controls . RA
- o of the unit assets
N and vulnerabilities
2.2-D: Validate threats, controls, and
e . RU
vulnerabilities of unit assets
2.2-E: Validate information about threats,
s RM
controls, and vulnerabilities
3.1-A: Request impact analysis RM
3.1-B: Obtain information on the consequences RU
.3‘1 Assess  the 3.1-C: Identify consequences RA
impacts
3.1-D: Define impacts RU
3.1-E: Validate impact analysis RM
g 3.2-A: Request Probability Assessment RM
E 3.2-B: Request definition of probabilities RU
'<_t 3.2 Eva'll{a.te 3.2-C: Define Probabilities RA
S probabilities
E 3.2-D: Assess Probabilities RU
ﬁ 3.2-E: Validate Probability Assessments RM
3.3-A: Request risk estimates from each unit RM
3.3-B: Request risk estimates RU
f;\‘j’elESt'mate risk 3.3-C: Define risk estimates RA
3.3-D: Assess unit risk estimates RU
3.3-E: Validate risk estimates of the GRSIC project RM
2 4.1-A: Carry out risk classification RM
(%]
E R . . .
& 41 Classify the 4.1-B: Record awareness of risk classification RU
§ risks 4.1-C: Request validation of risk classification RM
:Er- 4.1-D: Validate risk classification CA
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risks

5.1-A: Request treatment estimates RM
5.1Estimate 5.1-B: Estimate costs, efforts, deadlines, and
resources for the constraints RU
treatment of risks
5.1-C: Validate estimates RM
5.2-A: Define treatment RM
g 5.2-B: Define controls and monitoring RM
-4 3.2 Define . 5.2-C: Analyze risk response RU
a response to risks
L 5.2-D: Request validation of responses to risks RM
8 5.2-E: Validate responses to risks CA
j 5.3-A: Request Risk Treatment Plan (PTRs) RM
5.3-B: Prepare Risk Treatment Plan RU
5.3 Implement risk | 5-3-C: Assess Risk Treatment Plan RM
responses 5.3-D: Validate Risk Treatment Plan CA
5.3-E: Start risk treatment RU
5.3-F: Perform Risk Treatment Plan RA
9 6.1 Plan risk 6.1-A: Prepare Risk Communication Plan RM
o communication | 6.1-B: Validate Risk Communication Plan CA
= 6.2: Implement 6.2-A: Get information on GRSIC RM
K ;
S) EISk . 6.2-B: Send information on GRSIC to stakeholders
> ommunication GR
g Plan
(Z) 6.3 Validate 6.3-A: Get strategic information on GRSIC CA
o strategic 6.3-B: Avaliar informacdes estratégicas sobre a
0 information GRSIC AC
7.1-A: Check for changes impacting the GRSIC All of them
7.1 Monitor SIC 7.1-B: Communicate changes impacting the GRSIC | Allof them
& risk management | 7.1-C: Request update of GRSIC RM
5 7.1-D: Update GRSIC Information All of them
O
= 7.2-A: Validate treatments RU
zZ
o 7.2-B: Monitor implementation of PTRs RM
2 7.2 Monitor risk P
~ management 7.2-C: Monitor strategically CA
7.2-D: Verify needs for change in the treatment of RM

Source: MGR-SISP (2016, pp. 31-34), with adaptations
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It is understandable that GRSIC has tools to support managers and still
is appropriate to the national context. Although it has specific tasks for the
Information and Communication Security (SIC) scenario, it is possible to generalize
to other cases or other organizations. Also, MP provided tools in electronic format
to support managers in recording and identifying these risks, such as the Process
Prioritization Worksheet and the Documentation Worksheet. However, these
tools present limitations and restrictions on the treatment and monitoring of risks.
However, in the MGR-SISP, the explanation of the set of tasks and roles contributes
significantly so that the uncertainties are resolved.

4.2.3.IBGC Risk Management Methodology

According to the IBGC (2017) methodology, regarding Corporate Risk
Management (GRCorp), the Board of Directors should be responsible for
determining the organization's strategic objectives and risk map. This consists
of identifying the "degree of appetite" for the risks of the organization and
the ranges of tolerance and deviations in relation to acceptable levels of risk.
The methodology should also establish the board's policy of responsibility to
assess which risks the organization may be exposed to, develop procedures to
manage them, and evaluate, discuss and approve the risk policy proposed by
the Executive Risk Committee [13].

It is recommended that the members of the Board of Directors know
performance indicators to express their opinion on the subject. It is also suggested
that the company has a program to bring the risk management culture to new
advisors. The role of implementing a structure of risk management and control is
assigned to the managers, with the Audit Committee exercising the supervision,
assisted, when necessary, by the three lines of defense, respectively:

e 1st Line of defense - carried out by the managers of the units and those
directly responsible for the processes: it contemplates the functions that
manage and has responsibility for the risks;

e 2nd Line of Defense - performed by corporate managers of GRCorp,
compliance managers or other control practices, for example, and includes

functions that monitor the integrated view of risks;

e 3rd Line of Defense - conducted by the internal audit: provides independent
evaluations by monitoring internal controls.
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There are different alternatives for building GRCorp governance and
achieving the desired maturity level. Each organization should design the one
most appropriate to its business profile, organizational culture, management
model and required level of maturity in relation to its GRCorp practices. For
measurement of maturity, organizations need to assess their current capacity
for risk practices and understand how and why they should be improved. This
evaluation will allow organizations to document, communicate, and program
improvements in their model [13].

Figure 9 presents an overview of the components of GRCorp integrated
with the organization's corporate governance process and its main elements
for maturity measurement. In this representation, the Regulation (Compulsory
and Optional) supports the definition of external and internal contexts
that influence corporate governance. For each component, there should
be reflections to identify the current level of maturity. These reflections,
separated into components, are recorded in Table 10, and they should
complement Figure 9.

The reflections in Table 10 contribute to the identification of the maturity
stage according to the GRCorp components. For each context or stage, it
is necessary to understand what level of maturity the organization is, for
risk management, and what would be the actions to reach the next level. In
Table 11, these maturity levels are recorded, which should contribute to the
identification of the current state of the organization and later stages.

The methodology of IBGC (2017) proposes the following levels of maturity
in relation to the stages of an organization's GRCorp:

e Initial;

e Fragmented;

e Defined;

e Consolidated; and

e  Optimized.
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Figure 9 - IBGC Risk Management - Maturity Assessment
Source: IBGC (2017, p. 34), with adaptations
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4. Main Risk Management Methodologies and Tools

It should be remembered that the components maturity levels are
independent of each other. This means that each component (individually) can
be positioned at different levels of maturity.

After conducting the maturity level assessment, the Board of Directors
should reflect on what stage the organization should be and, subsequently,
develop necessary actions to define the expected deadlines in order to reach
the next stages. The maturity scale (Figure 10) provides a structured and
detailed guide for continuous improvement in search of short-, medium- and
long-term results for the GRCorp strategy [13].

Through this tool outlined in Figure 10, the organization can document,
communicate, and schedule improvements regarding its internal
environment. The methodology also recommends conducting industry
standards research to compare the organization with leading companies
in these GRCorp practices. In order to measure the maturity level, the
dimensions (principles) of the M_o_R (2010) were combined with the form
of measurement and presentation contained in the IBGC methodology
(2017). This adjustment facilitates understanding and allows the creation of
improvement plans and other actions.

4.2.4. Comparison between the main methodologies of the Brazilian Public
Administration

The Public Administration methodologies, as well as the market
methodologies, were developed to meet the different needs and institutions of
this sector. In Brazil, some methodologies have been structured, as of 2006, by
different bodies of this scope and to respond to the organizational objectives in
these institutions or to support them. The following is a comparison between
the main concepts presented by the methodologies highlighted in this study
regarding risk management by the Brazilian Public Administration. The results
of this comparison are presented in Table 12.
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Methodology
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Notably, each one of the evaluated methodologies presents structured
thinking in what corresponds to its policies, purpose and objectives, pillars,
and the own methodological structuring. Therefore, the main difference
between them is the practical application, since GIRC (2017) focuses on
maintaining the integrity of the processes by public administrators that must
correspond to the expectations of the society. MGR-SISP (2016) intends to
improve communication and decision-making aimed at information security;
and the IBGC (2017) methodology intends to establish the maturity level of
institutions. In short, we do not emphasize that one methodology is better
than the other is, but in fact, one methodology may be more appropriate than
the other is, depending on the interest of each organization.

4.3. Tools for monitoring risks

Since risk recording is occurring in the environment, a set of actions is
required to enable these risks to be communicated and effectively reported
to decision makers. Some tools for this purpose are presented below.

4.3.1. Risk map

Risk map is a tool for assessing the risks according to the criteria or
parameters provided by the specialists, technicians or those responsible for
theidentification of therisk. Inthis case,the map should reflect the risk analysis
to allow a holistic view, that is, to indicate the risk prior to treatment and its
current situation. These risks can be filtered to the organization or department
as well as the opportunities or threats and other grouping mechanisms that
facilitate the visualization of the decision maker.

The technique suggests the production of a probability and impact matrix
capable of indicating the prioritization of activities and current actions. In this
way, the risk map assists the specialist in identifying the risks that must be
analyzed or addressed more urgently, in addition to allowing the monitoring
and evolutionof eachrisk identified. Figure 11 corroborates the understanding
of what arisk map is:
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Probability

Impact

Figure 11 - Risk map structure between departments

In the example of the risk map, the dark circles (filled) represent the previous
moment of the identification of the risks, and the clear ones the current moment.
The numbers within the circles represent the amount of risk related to the
department. Note that, for department 1 (Dep1), there were five risks previously
and that at present there are only four risks, that is, a risk has already been dealt
with. Department 2 (Dep2) maintained the amount of risks of the previous
moment, but its risks had a high impact level, which caused a repositioning of
the graph, going from slight to moderate impact. Note also that department 3
(Dep3) was added risk and, also, its risks increased significantly the probability
of events, which went from high to elevated, and the probability of impact that
went from moderate to severe. Finally, department 4 (Dep4) had three risks
solved, with the remainingrisks decreasing in the level of probability and impact.

The second example proposed refers to the visualization of the risks of a
single department. The illustration in Figure 12 reflects this scenario.
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Probability

Impact

Figure 12 - Risk map structure: department's risks

When viewing the risks of a single department, such as department 1 -
Figure 12, one can see the risks that affect it. There is a letter (A, B, C, D, E)
in each circle to identify the risk uniquely. We can see in this case that Risk A
maintained the levels of the previous moment and that it remains unresolved at
present. Meanwhile, Risk B has been resolved. Risk C also remained the same
and still without a solution. Risk D, in turn, was aggravated, and the probability
of occurrence increased. Finally, Risk E has been slowed down at present, and
its impact level has been reclassified to slight. It is inferred that these maps
should allow a visualization based on the criteria that the risk specialist wishes
to visualize. In this way, it is possible to prioritize and distribute the tasks to
the agents and specialists, besides allowing traceability and monitoring of the
risks. The colors, in both examples, help to understand the urgency of the cases
visually. Blue indicates the normality of risk, green, minimal urgency, yellow
requires attention and, finally, red characterizes the most urgent risks.

4.3.2. Summarized reports
The purpose of summarized reports is to provide information to
decision-makers with a summary view of the amount of risks at the time of

their identification (previous time) and at present, as well as a comparison
between these two moments. This technique presents the sum of threats and
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opportunities through a filter. Figure 13 exemplifies this set of information in
four departments of any organization in a given period.

Threats and Opportunities

Department 1 Department 2 Department 3 Department 4

. Threats - Before . Threats - After

[l Ovportunities - Before [JfJj Opportunities - After

Figure 13 - Preparation of summarized report: threats and opportunities

In this scenario, it is observed that department 1 (Dep1) maintained the
amount of threats of the previous moment, but identified an opportunity
at the moment. Department 2 (Dep2) solved a threat and completed an
opportunity. Department 3 (Dep3) identified four new threats and three
new opportunities. Finally, department 4 (Dep4) solved a threat but did not
complete the previously recognized opportunity.

The summarized report does not contain the severity of the risks but the
amount of risks and opportunities to which the departments are exposed. It
allows a quick and expanded view of which departments are facing the most
problems and require more attention. In conjunction with this type of report,
succinct and explanatory texts should be developed regarding identified risks
and opportunities.
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4.3.3. Communications and alert messages

After the quantitative recording of risks, a set of information such as survey
date, proximity and last update may contribute to systematic reviews to occur.
For example, a severe case that has not been updated for more than 15 days
may lead to a problem. In this case, it is recommended that the risks be often
revisited to update the information in the record.

A second example corresponds to the risks that are close to the solution
deadline. Through alert messages, decision-makers can stay tuned. It is
worth highlighting the use of information systems that can be created for
specific alerts by e-mail or another communication channel, notifying the risk
specialists in the conduct of their activities. A simple attitude that results in
safer and more efficient risk management.

4.3.4. Decision trees

Among the more practical models that contribute to organizational
decision making, there is the decision tree. The method is characterized by
systematizing a series of facts, risks, probabilities, and opportunities - related
to a situation, objective, and goals or, on a larger scale, programs and projects
- whose effects must be recognized, manipulated and compared. Visually,
decision trees take the form of diagrams and structure a map with possible
choices for the best action. The tool, even in its simple form, can provide logic
for choosing alternative courses of action/decision. According to Keeling
[29], decision trees help in various situations, from risk assessment in an
organization, or comparison between alternative proposals, to the discussion
of the results of a brainstorming session. According to Keeling [29, p. 217], the
method ensures that the quality of all decisions is influenced by the accuracy of
information; quality of judgments and evaluations; probability factors; and the
attitude of the decision-maker about risk management. Figure 14 exemplifies
the logic in decision trees.
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Probability A
Probability B

Probability C Action/Decision

Probability A
Judgment 2
Probability B

Figure 14 - Conception of logic in decision trees
Source: Keeling (2002, p. 220), with adaptations

Action/Decision

Judgment 1

Action/Decision

Action/Decision

Action/Decision

4.3.5. Brainstorming

Technique focused on solving problems or expanding ideas so that these
problems are solved. The first and perhaps most important stage in the
technique is to ensure the definition and/or recognition of the problem, since
only then will it be possible to plan corrective actions. When dealing with
"problems" or specific situations, the method encourages the gathering of a
group of people so that they canreflect and generate innovative thoughts that
seek a solution. Among other advantages of brainstorming, it is possible to
highlight its ability to sprout the causes for problems, help decide astep by step
in developing a project and recognize opportunities, as well as encouraging the
participation of all members of a team or organization.

4.3.6. Scenario analysis

Extremely widespread in consulting and management studies, scenario
analysis aims at strategic organizational action by considering information
from the present in a context of the future. As described in the Policy and
Integration Secretariat's Strategy Portal [30], the ability to analyze scenarios
underliesthe importance of designing strategic planning and, therefore, drives
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action. In summary, the main function of scenario analysis is the recognition
of the context (internal and external) in which the organization is inserted, in
order to identify future factors that are likely to occur. Simple attitudes such
as these ensure a clearer view of the current scenario and allow for more
informed and accurate decision making. To assist in the development of this
methodology, itisrecommended to jointly use the SWOT Analysis procedures
- Strengths, Weaknesses, Opportunities and Threats -, which strengthen the
organizational strategies.
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5.Laws and rules related to risk management in the public
sector: the case of brazil

In the world's democracies, the Public Administration has increasingly felt
the presence of citizens, demanding public policies that long for the provision
of quality services. Social control, through the requirement of greater
transparency and accountability, makes us feel the regulation of laws and
norms that govern a better performance of the public management towards
its institutions and its servants.

Due to these pressures, there was also an almost automatic need for
the Public Administration to reinvent itself. Notably, the models of Public
Administration have assumed, over time, peculiar ways of presenting and
organizing itself in the face of globalization and economic, environmental,
political and social changes. Risk management is an excellent example of
transformation in Public Administration and has been practiced in several
countries recently.

In Brazil, what is perceived is a paradigmatic change on the part of public
bodiesintryingtomanagetheirbudgetary,humanandadministrativeresources
better. However, this change, in large part, comes from the interest of the
Brazilian Public Administration, through the Ministry of Planning, Budget and
Management, and the Office of the Comptroller General of the Union, to try
to provide laws and regulations that encourage the adoption of systematized
measures for risk management, internal controls and governance.

It is the peoples, in their established territories, who define the laws and
regulations to be applied in explicit cases to discipline, limit and organize their
societies. Laws, as a rule, are guidelines established by the constituent power
to be respected by all members of society. Clearly, every law should be in line
with the Federal Constitution of the country. Regulations are, in this case,
instructions; administrative acts characterized in kind, nature, and purpose to
satisfy principles and determinations contained in the laws.

This chapter contains the laws and regulations (Table 13) related to risk

management and valid in Brazil. The surveys were conducted on Public
Administration sites to support managers regarding legal recommendations
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and obligations. It is worth remembering that the consultation of this material
is indispensable for managers since it should provide a legal basis for the
development of regulations and internal policies of each organization.

Table 13 - Laws and regulations on risk management in Brazil

Legislation Year Main object/subject
COMPLEMENTARY Established that the Annual Budget Guidelines Law (LDO)
LAW n° 101 should determine the primary surplus target and contain

2000 | an annex of fiscal risks with the evaluation of contingent
liabilities and other risks capable of affecting the public
accounts.

COMPLEMENTARY Methodology of Information and Communication Security

REGULATION n° 02/
INO1/DSIC/GSIPR

2008

management (SIC).

NORMATIVE
INSTRUCTION GSI
N°1

2008

Regulates the management of SIC and communications
in the Federal Public Administration (APF), direct and
indirect, and gives other provisions.

COMPLEMENTARY
REGULATION n° 03/
INO1/DSIC/GSIPR

2009

Guidelines for the elaboration of SIC policy and
communications in APF bodies and entities.

COMPLEMENTARY
REGULATION n° 05/
INO1/DSIC/GSIPR

2009

Regulates the creation of Treatment and Incident Response
Teams in Computer Networks (ETIR) in APF bodies and
entities.

COMPLEMENTARY
REGULATION n° 06/
INO1/DSIC/GSIPR

2009

Establishes guidelines for business continuity management,
in aspects related to SIC and communications, in APF
organs and entities, direct and indirect.

COMPLEMENTARY
REGULATION n° 08/
INO1/DSIC/GSIPR

2010

Establishes guidelines for the management of incidents in
computational networks in APF organs and entities.

COMPLEMENTARY
REGULATION n° 10/
INO1/DSIC/GSIPR

2012

Establishes guidelines for the inventory process and
mapping of information assets to support SIC and
communications of APF organs and entities, direct and
indirect.

COMPLEMENTARY
REGULATION n° 11/
INO1/DSIC/GSIPR

2012

Establishes guidelines for conformity assessment in
aspects related to SIC and communications in APF organs
and entities, direct and indirect.

COMPLEMENTARY
REGULATION n°® 12/
INO1/DSIC/GSIPR

2012

Establishes guidelines and basic guidelines for the use of
mobiledevicesinaspectsrelatedtoSICandcommunications
in APF organs and entities, direct and indirect.
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Legislation Year Main object/subject
COMPLEMENTARY Establishes guidelines for the management of changes in
REGULATION n° 13/ 2012 | aspects related to SIC and communications in APF organs
INO1/DSIC/GSIPR and entities, direct and indirect.

COMPLEMENTARY Establishes guidelines for the use of cloud computing

REGULATION n° 14/ 2012 | technologies,inaspectsrelated to SIC and communications,

INO1/DSIC/GSIPR in APF organs and entities, direct and indirect.

COMPLEMENTARY Establishes SIC and communications guidelines for the use

REGULATION n°® 15/ 2012 | of social networks, in APF organs and entities, direct and

INO1/DSIC/GSIPR indirect.

COMPLEMENTARY It establishes guidelines for the development and

REGULATION n° 16/ 2012 | acquisition of secure software in APF organs and entities,

INO1/DSIC/GSIPR direct and indirect.

COMPLEMENTARY Establishes guidelines for the SIC and Communications risk

STANDARD n° 2013 management process (GRSICC) in APF bodies and entities.

04/IN01/DSIC/GSIPR

and its annex

COMPLEMENTARY Establishes guidelines in the contexts of action and

REGULATION n° 17/ 2013 | adjustments for professionals in the area of SIC and

INO1/DSCI/GSIPR communications.

COMPLEMENTARY It establishes guidelines for SIC and communications

REGULATION n°® 18/ 2013 | teaching activities in APF bodies and entities.

INO1/DSIC/GSIPR

GSINORMATIVE Provides on the security accreditation for the treatment of

INSTRUCTION N° 2 2013 | classified information, in any degree of secrecy, within the
scope of the Federal Executive Power.

GSINORMATIVE It deals with the minimum parameters and standards of

INSTRUCTION N° 3 2013 cryptographic resources based on state algorithms for
encryption of classified information within the scope of the
Federal Executive Branch.

DECREE N°8.135 Provides for data communications of the direct, autarchic

2013 and foundational Federal Public Administration, and on the

waiver of bidding on contracting that could compromise
national security.

COMPLEMENTARY Establishes guidelines for the implementation of access

REGULATION n° 07/ 2014 | controls related to SIC and communications, in the organs

INO1/DSIC/GSIPR and entities of APF, direct and indirect.

COMPLEMENTARY Establishes specific guidelines for the use of cryptographic

REGULATION n° 09/ 2014 | resources in SIC and communications, in the organs or

INO1/DSIC/GSIPR entities of APF, direct and indirect.

COMPLEMENTARY Establishes minimum SIC and communications standards

REGULATION n°® 19/ 2014 | for APF structuring systems, direct and indirect.

INO1/DSIC/GSIPR
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NORMATIVE It deals with the process of contracting Information

INSTRUCTION SLTI/ Technology (IT) solutions by the member bodies of the

MP N° 4 System for Administration of Information Technology
Resources (SISP) of the Federal Executive Branch.

JUDGMENT TCU N° Provides on risk management in hiring.
2.330 2014

JUDGMENT TCU N° Deals with managing risks of the organization.
2110 2015

DECREE N° 8.945 Regulates, within the scope of the Union, Law 13.303,
of June 30, 2016, which provides for the legal status of
2016 | public companies, mixed-capital companies, and their
subsidiaries, within the Union, States, Federal District, and
Municipalities.

Source: MGR-SISP (2016), with adaptations
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Table 13 is an updated list of current laws and regulations in Brazil, affecting
and modifying the execution and role of risk management. It should be
remembered, however, that risk management processes are subject to change
and particularities according to each public body, and it is recommended that,
for each context, the current laws and regulations to be applied in managing
these risks are identified for each context.

For this work, we highlight the Joint Normative Instruction MP/CGU
No. 1/2016-IN, published in the Official Gazette of the Union on May 11,
2016, which establishes to the organs and entities of the Federal Executive
Branch a series of measures to the systematization of practices related to risk
management [35]. Inshort, bodies and entities of the Federal Executive Branch
should enable the implementation, maintenance, monitoring and review of
internal management controls and the management of risks that could derail
the achievement of objectives of these organizations [35].

The implementation of the risk management process must occur "in a
systematic, structured and timely manner, subordinated to the publicinterest”
[35, p. 77], and risk mapping should be used to support "decision-making and
strategic planning and continuous process improvement" [35, p. 77]. Finally, as
suggested by IN [7], risk management should be competent in identifying the
level of risk that the organization is willing to accept, i.e., its risk appetite, and
reasonable certainty about the achievement of the organization’s objectives.
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6. Risk management software tools

The planning and alignment between the theoretical foundation and the
designoftechnologicaltoolshaveovertheyearsshownfundamentalimportance
to support management initiatives at any organizational level, considering the
nature of their processes and products, as well as the reality and the specificity
of the most diverse performance scenarios of the institutions. In the current
reality, good planning, capable of successfully conducting projects, is based
on principles, techniques, skills, and tools that can increase management
effectiveness, achieve better results and optimize opportunities.

In this sense, for organizations to be able to include risk management
actions in their tasks, it is fundamentally necessary that control and record
centralizations tools be willing to assist such efforts in order to enable proper
communication, monitoring, and mastery of risks. For this purpose, Information
Technology (IT) plays an important role by allowing this set of business rules
to be operated in the best possible way, automating tasks and providing an
interface to support risk managers in their assignments.

Therisk management scenario in the public sector is still under development
in Brazil, so research was carried out using the benchmarking strategy for
the evaluation of 33 software tools on the market that are committed to
creating processes and management strategies consistent with the reality of
organizations that use them. We chose to display specific information - albeit
in a synthesized form - on the module for risk management in each software
examined, as well as information on procedures and strategies that aim to
complement the management process initially quoted.

At first, in order to be able to know these tools, an information frame was
developed containing the name of the evaluated software, its website and if
there is any cost for its acquisition. All these references are systematized in
Table 14 below:
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Table 14 - Software tools included in the research.

Name Website Acquisition cost

(Eramba |httpy/wwwerambaorg | No |
s [ ———

IntelligenceBank GRC http://www.intelligencebank.com
BRINQA https://bringa.com

https://www.convercent.com
TruComply http://anxebiz.anx.com

IBM OpenPages GRC https://www.ibm.com

I Touch Vision . . .
Governance & Risk https://www.itouchvision.com

MetricStream https://www.metricstream.com

Oracle Fusion

Governance Risk http://www.oracle.com Yes
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ORACLE GRC http://www.oracle.com Yes
ProcessGene GRC http://processgene.com Yes
RiskGAP http://riskgap.com Yes
RIVO https://rivosoftware.com Yes
RSA Archer https://www.rsa.com Yes
SAP GRC https://www.sap.com Yes
SE Risk gz’cspt);:é{mfggtriﬁzfg.com/pt-br/produto/ Yes
360factor http://www.360factors.com Yes

Analysis of the software tools available on the market may enable, if
necessary, the development of specificities and adjustments of the scenario in
the Brazilian public sector. In addition, this research shows its importance in
contributing to the development of the risk management software itself and
in supporting communities in general, creating reflection processes for new,
more efficient, effective actions aimed at improving results and transparency,
so that they can complement the actions of public and private organizations,
mainly when they reflect directly in life in society.

Thus, inorder to summarize the main information that shapes the evaluated
software, Table 15 summarizes the risk management modules and process
information and/or modules that complement the process mentioned above.
This list of issues - listed below - corresponds to the items in the column
"Information about risk management modules" in Table 15, which deals with
the software and their main features.

1. The software allows the complete management of a certain risk, from its
firstdetectiontoits propersolutionand/oruse. 3. Does it allow management
aligned with the pre-established objectives of each unit/department or the
organization itself as a whole?

2. Does the software allow an in-depth analysis of the causes of a given

risk by combining data mining techniques to allow managers to use these
causes as a basis for decision-making?
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3. Does the software allow the centralization of all information about risk
management measures in a single repository of information (includes
all actions that will be taken to address a risk, e.g., actions, occurrence
information, and so forth.)?

4. Does the software allow the customization of evaluation metrics,
evaluation functionalities, and data presentation screens according to the
demand of a particular organization?

5. Does the software allow the delegation of responsibilities and/or the
organization of work groups for the construction of processes, aiming at
the treatment of a certain risk?

6. Does the software allow the standardization of control mechanisms,
through the construction of control processes, to ensure the continuity of
risk management initiatives?

7.Doesthesoftware haveasignificantvariety of qualitative and quantitative
measures to situate managers on the maturity of risk control processes?

Example: KPI, KRI.

8.Doesthe platformuse audit procedures management as acomplementary
feature to risk management?

9. Does it allow the integration of a communication module to risk
management aiming to manage the flow of information and procedures to

be disseminated throughout the organization?

10. Does it allow the use of questionnaires for situational assessment and/
or to link functionality to communication management?

11. Does it allow the management of laws and regulations in force to adjust
the organizational reality to market and government requirements?

12. Does it have a module for public management?

13. Does it allow the connection of multiple devices, such as cell phones,
tablets, and computers?
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Table 15 - Softwares evaluated and their main characteristics

360factor

ACCELUS

ACLGRC

Active Risk Manager
Adaptive GRC

Agatha

Aris GRC

BPS Resolver
BRINQA

BWISE

Convercent
Datalyzer FMEA
Enablon

Eramba

ITouchVision Governance & Risk
IBM OpenPages GRC
IntelligenceBank GRC
INTERISK - Inteligéncia em Riscos
MasterControl
MetricStream

Open Risk
OpenSource Risk

Optial Risk Management

Oracle Fusion Governance Risk
ORACLE GRC

ProcessGene GRC

RiskGAP

RIVO

RSA Archer

SAP GRC

SE Risk

Simple Risk

TruComply

Information on risk management modules
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Taking advantage of the interest of ensuring a more complete analysis of
the tools evaluated, in addition to the questions to which "an attempt has been
made to respond" by means of Table 15, a series of information was developed
on the main functionalities of each of the softwares that are contemplated in
tables 14 and 15 of this study, through access to the official sites cited and
official videos of the tools, as well as trial with the software available on
the World Wide Web - especially on YouTube. The analysis is outlined and
documented below:

i. 360factor: this software provides an audit module that understands and
tracks any audit process. It allows the view of risks inthe entire organization,
implementing integrable modules in all departments. It offers a module that
aims to develop, manage and control agreements, contracts with suppliers
and third parties, which aim, in general, to minimize costs and exposure
to risk as well as to direct excellence in service. The software provides
the policy and procedures management service, and the management of
regulatory and control frameworks to keep the organization in line with
best market practices. For more accurate control of risks and incidents,
the tool allows the creation of periodic and manageable reports in order to
highlight the main processes of the evaluated organization. Asan advantage,
the tool has an evaluation performance module, continuous feedback, goal
achievement, and development coaching to improve the organization.

ii. Accelus: the Accelus tool allows the establishment and analysis of rules,
regulations, and policies in the scenario in which the organization is inserted. It
provides users with an action tracking mechanism that allows the organization
tocheck compliancewith currentregulations. It also allows the management of a
certainrisk, fromitsinitialidentificationtotheapplicationofcorrective measures.
In particular, this software guarantees the distribution of responsibilities to the
employees involved in verification procedures and risk analysis and offers a
complete system of notifications to inform the organization's employees about
changes in legal regulations and internal changes in processes. Finally, it allows
the automatic generation of reports, with periodic sending via e-mail already
defined, and centralizes a library of actions and processes already executed for
future consultations and adjustments.

iii. ACL GRC: allows the creation of a macro view of all the possible risks

of a situation, with the possibility of categorizing them. It provides off-line
activities - which are automatically synchronized in the existence of a
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connection (with cloud data storage services and security) and allows you
to manage incidents and possible failures through data analysis. About
modeling, it facilitates the organization of one or several structures or work
processes based on models/frameworks such as COBIT, ITIL, SIEM, NIST,
SOC, and COSO. In addition, it offers functionality dedicated to the public
sector in order to manage projects from conception to completion.

iv. Active Risk Manager: offers a contribution to risk management from
an IT project to the management of risks of strategic business planning.
It allows the creation of automated alerts and the presentation of data in
simple dashboards, besides the update of data through any device, be it
a computer, mobile phone or others. Among its strengths, the tool offers
functionality that allows finding opportunities through cost savings,
improvements through ideas, processes or new products. Finally, it
facilitates the control of goals and the monitoring of actions making use
of quantitative and qualitative measures.

v. Adaptive GRC: with this tool, one can create reports that present information
about a particular project, which enables and facilitates audit procedures.
The tool also allows the filtering of information, allowing the visualization of
workflows and life cycles of processes related to a certain risk. The tool easily
tracks its identified risks, whether they are resolved or not. Also, Adaptive GRC
makes it possible to generate real-time reports to determine the characteristics
of key processes. Application hosting is done in the cloud.

vi. Agatha: the Agatha tool allows the mapping of macro processes
and processes with information from organizational units, information
about the internal environment, goal setting and SWOT analysis. This
solution identifies risk events, capturing their main causes, consequences,
categories, and natures and, in addition, allows the planning of responses
to the risks related to the causes and consequences of the risk event. All
actions on the risk control plan are recorded, which corresponds to the
responses to risk events, as well as validation and the decision to refuse
or accept. About risk assessment processes, the tool evaluates risks and
controls with inherent risks and residual risks, which are recorded in
risk maps for probability and impact. Finally, the tool allows creating a
repository of risk events, risk event causes, risk event consequences, risk
category, risk controls, control drawings, control operations, taxonomies
and glossary of terms, facilitating reuse.
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vii. Aris GRC: the Aris GRC system performs the main regulatory
adjustments following the specifications of the European Union, in order to
ensure best practices for data storage and processing. It allows the use of a
system dedicated to the detection, analysis, and correction of risks, which
guarantees the ease in the control and adequacy of processes and workflows
and analyzes by internal audits. The tool includes the evaluation of periodic
risks and risks related to financial and information security and allows the
division of responsibilities around activities to assess the main characteristics
and influences of arisk. It is worth mentioning that this system has a module
for public management.

viii. BPS Resolver: allows the visualization of risks from their identification
to their response, analysis, and possible solution. Its structure is intended to
document and store information on controls and procedures, which simplifies
the conduct of internal audits. The system supports multiple devices, such
as computers, mobile phones, and tablets. In advantage, the tool enables
the creation of evaluation groups and coordinates the creation of polls of
the discussion groups in order to categorize and classify the analyzed risks.
In groups, it is possible to delegate performance roles to solve or evaluate
a certain risk as well as to create reports in order to check in graphs the
evolution and analysis of risks.

ix. BRINQA: proposes to be a risk management platform for the
storage of business data. Its structure allows the joining of several
sources of information and analysis to verify the existence of risks,
which also includes the categorization and classification of the main
and most obvious risks in which the organization may be inserted. The
tool allows the creation and display of data models and processes that
represent the relationships of risk agents, allowing a critical analysis of
the categorization and order of the actions to be performed. Finally, it
is possible to create and use several metrics and their presentation in
customizable dashboards in different scenarios.

x. Bwise: to adapt the organizations to the regulatory frameworks in force, the
Bwise solution allows the connection and analysis of the main regulatory agents
as well as the use of their practices to align the company. With this tool, the
monitoring and analysis of the organizational profile are guaranteed, adapting
them to the most current models and market standards such as COBIT, FERC,
FDA. Also, it enables the creation of metrics and the use of data panels for the
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analysis of top management, the performance of the scope analysis based
on the main risks and the implementation of flexible evaluations through
the application of specific filters. It should be noted, finally, its ability to tailor
information from applications and external data sources.

xi. Convercent: the Convercent system brings the suitability of processes and
workflows as a mandatory practice for establishing compliance policies. With
this, the tool offers and builds efficient and safe policies for the storage and
availabilityofdata.Asarule,itallowsthe preparationofreportsand customizable
and comprehensive analyzes, as well as the export of these reports.

xii. Datalyzer FMEA: streamlines the creation of processes and workflows
appropriate to the organizational reality. Through this tool, it is possible
to record and map all aspects around designing a new flow of work, risks,
alternatives and centralizing them in one place for future reference. Its
dashboards and metrics can track all actions related to a risk or a process,
which allows the business audit to look for failures and execution problems.
Finally,the tool verifies the creation and classification of users, assigning levels
of execution and performance according to the process of risk management.

xiii.Enablon:aimsthecontrolandevaluationofpracticesandworkprocesses
used within organizations. Through its analyzes, it is possible to verify if the
processes are in line with the best practices widespread in the market or
if they can be aligned to them. This tool is concerned with intensifying the
communication and dissemination of internal organizational issues through
the generation of customizable reports applicable to the various business
sectors. It is worth highlighting the possibility of creating specific tasks
for a given process to reach an adequate level of regulation, and to create
controls and flows in processes that are in the implementation phase or
that have already been implemented.

xiv. Eramba: focuses on the internal environment to carry out risk
management, allowing the setting of goals and objectives at all levels of the
organization. Its process offers steps for identification of risks, the criticality
of risks and impacts. Among other points, the Eramba tool allows the creation
of risk policy, information flows and procedures for coping with risks. It is
possible to distribute responsibilities and create a real-time database for
consultation of risk management processes. This tool is also used to carry out
audit procedures, from design to evaluation of results.
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xv. lITouchVision Governance & Risk: offers consultations through
questionnaires that can be easily structured within the application. Also, it
is possible to determine the performance of each user of the application, and
how this employee may act in certain scenarios where the risk exists. The
solution provides tools for audit in processes, departments, and individuals,
and it is possible to create a communication tool between a common user
and the administrator. It allows the connection of multiple devices, such
as microcomputers, mobile phones, tablets, and smartphones. Finally,
its structure has a module directed to public management, presenting
information mining tools and functionalities to manage and guarantee
compliance with legal processes, as well as creating and exploring several
channels of contact between citizens and public management.

xvi. IBM OpenPages GRC: allows the identification, analysis, and
management of operational risks in a single platform, ensuring and
evidencing the visualization of risks with the possibility of acting or
mitigating actions on one or more identified risks. It is a quick tool to find
possible hidden data and identify the main relationships about risk and,
also, allows the use of scenario analysis, with the opportunity to monitor
and evaluate the impacts related to the risks verified. Thus, it is possible to
perform data processing through its storage and its high availability.

xvii. IntelligenceBANK GRC: offers the recording of risk and its
management, which corresponds from the identification of a risk to its
proper solution. In practice, it guarantees the use of customizable metrics
and dashboards and allows the visualization and recording of the risks
using as a source of information the most widespread compliance practices
such as I1SO, COBIT, and SOX. The system has received almost real-time
feedback, through queries and questionnaires distributed throughout
the organization, also allowing the export of files in various formats. The
tool also includes a calendar for recording the activities and offers to host
services in the cloud.

xviii. INTERISK - Inteligéncia em Riscos: has three integrated modules:
(1) Enterprise Risk Management, (2) Risk-Based Audit, and (3) Business
Continuity Management. This integration makes it possible to define the
criteria for measuring Probability and Impact of the Risk Matrix in line with
Risk Appetite,accordingtothestrategy of the company,and allowsintegrating
numerous risk disciplines, enabling the manager to have a holistic view and
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agility during the work. Its operation aims at secure storage, transparency,
and standard language.

xix. MasterControl - Risk Analysis Software Systems: allows the control
of risks in a separate module, in which it is possible to follow the life cycle
of acertainrisk, fromitsinitial analysis toits final resolution. This software
implements a series of controls, metrics, and ways of evaluating the data
in order to base and support high management decisions, as well as to
enable mechanisms for control and evaluation of standardized risks. It
provides periodic submission of forms and questionnaires related to best
practices and makes it possible to create customizable reports addressing
the specific demands of certain scenarios.

xx. MetricStream: the MetricStream solution has its infrastructure laid out
inthecloud,afactorthatfavorsdatasecurity,and centralizestheminasingle
data environment. It provides consumers with a robust database and the
verification of best practices/work processes. In particular, the tool allows
the creation of metrics and dashboards with customizable information, and
the automation and control of workflows to reduce risk. Finally, it ensures
the management of risks by adapting them in processes that can or cannot
be studied and modified according to regulatory frameworks and good
practices such as ISO and frameworks such as COBIT, ITIL, among others.

xxi. Open Risk: is an open source tool aimed at analyzing financial risks
in an institution. It aims the management of risks, in order to enable their
identification, criticality, and impacts. Also, one can create information flows
and procedures to address risks. It allows the development of the risk policy
and the distribution of responsibilities and, finally, considers the control and
monitoring of risks as key to make it possible to face them.

xxii. OpenSource Risk: with a focus on risk management, the tool allows
the setting of objectives at all levels of the organization. It is focused on the
identification/mapping of processes and the coping/treatment of risks. It
allows creating information flows and information panels to update the risk
checks and for the distribution of responsibility. It is also possible to create
a database and use methodologies that are consistent with the reality of
each organization.
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xxiii. Optial Risk Management: this tool has the ability to adapt to a wide
range of organizational structures, as well as being compatible with current
regulatory frameworks, such as SOX, ISO, and COSO. A solution that allows
monitoring of all processes and actions through an internal audit module,
enabling the export of data, creation of metrics and custom reports. Also,
the roles and responsibilities of the users can be assigned, which allows the
management of the actions of risk since its initial identification until the
resolution of the demand. In particular, it is possible to automate the risk
assessment by choosing content pillars, in addition to being able to define
the periodicity of these actions and to record pertinent information about
a certain risk, among them: values of impact, probability, and exposure at an
inherent risk level.

xxiv. Oracle Fusion Governance Risk: through this tool, it is possible to control
the execution and the activities related to a process, being possible to explore
risks, points of improvement and problems in search of the best actions
and more efficient processes. This solution has a wide range of reports and
pre-configured evaluation metrics but allows customization. It is possible to
evaluate the particular status of each activity, including corrective measures and
adjustments. It enables the organization to design its action scenario, as well as
specific characteristics to verify and analyze the influence of risks. An advantage,
this tool has a library of policies already applied by other organizations in order
to support changes and adjustments in processes and, in addition, can evaluate
business models and suggest anomalies in processes or workflows. Analyzes can
be carried out through multi-criteria.

xxv. Oracle GRC: this software is a risk management module that seeks
to address the risks identified in the organization at all levels. It aims to
consider the risks differently and to allow different forms of control and
approaches for each of them. It is possible to carry out the distribution of
responsibilities within the tool, as well as to establish internal and external
audit procedures, astep understood as complementary torisk management.
The tool also allows the adequacy of processes to the rules and regulations
by which the organization is governed.

xxvi. ProcessGene GRC: acts on a wide range of risks, regulations and
auditing systems to ensure the user a centralized location of information.
It has customizable panels and metrics todirect the presentation of results
and offers a module that aims to serve as a history to map and store as
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much information as possible. The tool allows the distribution of roles of
access and action, as well as the automation and analysis of workflows,
as well as related activities in order to make each process efficient and
effective. The application infrastructure is available in the cloud.

xxvii. RiskGAP: aims at the use of workgroups in the identification and
classification of risks. It provides managers with a knowledge base in legal
processes and regulations to align actions and processes more appropriate
to the objectives of the organization, intensifying the action of users by
allowing the analysis and verification of risks. It also allows the user to be
offered a report on the best practices according to the information mining
and guarantees to its users the integration of this information in different
corporate systems.

xxviii. RIVO: allows a complete view of the organization in search of
the main risks to which it may be subject. A tool that seeks to facilitate
the standardization of risk assessments for future analyzes and to base
decisions on corrective measures, allowing the use of several metrics and
visualization frameworks to situate managers, directly influencing them in
real-timedecision-making. Its structure makesit possible tocreatea"library
of risks" in order to catalog the main risks and allow future consultations.
It also enables creating a risk map that aims to map the organization and
demonstrate the sectors with the highest trends and the highest incident
rates as well as the classification and categorization of risks. Its information
is made available in cloud architecture.

xxix.RSA Archer:this tool allows the adjustmentinthe organization's policies
on existing internal processes and new processes, quickly reconfiguring
applications, workflows, reports, and dashboards. Its language allows the
adjustment of processes to the most updated best practice guides available
on the market today. It is possible to distribute and list responsibilities by
managers or departments so that they act in order to minimize the effects
of a certain organizational risk. It allows the use of customizable metrics and
dashboards as well as additional controls against fraud, financial damage,
among others.

xxx.SAP GRC: with this solution, it is possible to automate provisioning and

certify that only those who have responsibilities over them make access
to processes and data. This tool has an internal audit module that aims to
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verify the integrity of processes, antifraud alignments, process control,
among other resources. It allows the visualization of risks, classifying their
influence as well as their impact on organizational processes. Moreover, it
allows the management of risks, from the moment they are initially verified
until corrective measures are taken to resolve the demand.

xxxi. SE Risk: establishes a risk infrastructure that produces accurate
regulatory reports and enables the management and monitoring of risks
in real time. As main features, this tool enables the creation of a repository
of risks, controls, mitigation activities, and standard operating procedures,
facilitating reuse and, also, allows identifying, capturing and managing
the most critical risk processes. Risks are assessed taking into account
their various dimensions and impact criteria as well as probability and
workflows to ensure the correct use of the data and, to this end, allows
the application of quantitative and qualitative risk assessment models,
regardless of type. It also allows automatic risk assessment and provides
assessments and comparisons between residual risk and inherent risk,
with proactive alerts when limits are exceeded. As advantages, the tool
monitors the effectiveness of mitigation activities, controls, and policies,
as well as changes in risks and requirements through the management of
tests, indicators, and incidents, and provides heat maps for analysis and
monitoring of risks.

xxxii. Simple Risk: Simple Risk software is a module designed to perform
audits, allowing the creation of audit flows and process management, which
may be processed by department or branches of business. It also allows the
implementation of methodologies and the adequacy of scenarios for the
application of the audit stages, be it internal or external. The tool considers
risks at the departmental and organizational levels and offers the possibility
of creating databases for future reference.

xxxiii. TruComply: enables the identification and screening of regulations
and standards that can be applied in an organization with regard to risk
control, processes, and so forth. This solution allows the creation of control
frameworks with metrics and customizable data panels. This attests that
it can develop, document and communicate to the whole organization
practices, procedures, and standards aligned with the objectives and the
organizational mission. In short, the tool manages all activities related to
risk, and this can be done from its identification to its due correction.
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Given the systematized analysis and in line with the aspects already
mentioned in this study, it is possible to observe that, in general, the software
tools are committed to carrying out and supporting risk management processes
and initiatives. All the tools presented showed the ability to perform actions and
tasks at different stages of risk management, from the moment of identification
of risks, through its analysis, categorization, control, and monitoring, and
response stages until arriving at action plans. In away, it is possible to infer many
similarities among the featured tools, acting comprehensively in the various
situations that correlate the management of institutional risks.

As can be seen from the data presented in Table 15, the approach used by
most risk management applications differs only in the extent to which risk
analysis and risk management can occur. For some applications, such as Accelus,
SE Risk, RIVO, among others, the organization is considered as a single entity,
with specific management objectives that are aligned throughout the company.
Inothers - SAP GRC, ProcessGene GRC, 360factor, among others - we choose to
observethe organizational levels and departments respecting specificobjectives
for the realization/implementation of this initiative.

Itis also observed the existence of complementary procedures to the process
of risk management. As an example, we mention:

e the use of evaluation metrics to locate and present relevant data in
the form of reports or presentation screens - Oracle Fusion Governance
Risk, TruComply, RSA Archer,Optimal Risk Management, MetricStream,
among others;

e the centralization of information, which consists of an impactful
property in software development or initiatives related to risk
management - Active Risk Manager, BRINQA, Eramba, | Touch Vision
Governance & Risk, among others; and

e the ease of data mining to find relevant information and knowledge -
ORACLE GRC, Simple Risk, ACL GRL, BWISE, among others.

Later, it was possible to notice that,inalmost all applications, thereis at least
one specific module for communication or process management that allows
the flow of information indispensable for the success of management actions,
such as targeted notifications, news delivery through emails, daily reports,
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among others. Examples include the Accelus, Adaptive GRC, BPS Resolver,
Convercent, Enablon, MasterControl - Risk Analysis Software Systems,
Optimal Risk Management, Oracle Fusion Governance Risk and other tools.

Ensuring the availability of organizational information to managers and
employees included in any management initiative is of vital importance
for the correct alignment of actions towards a control objective. Thus,
functionalities such as questionnaires and other evaluations aim to
guarantee the involvement of all and feedback from various organizational
levels. They are, also, elements that guarantee the multidisciplinarity
for the management and its effective adaptation to specific realities
and scenarios. In this sense, the software that stood out the most were
the | Touch Vision Governance & Risk, IntelligenceBANK GRC and
MasterControl - Risk Analysis Software Systems.

Another element that stands out in the presented software tools is the use
of specific modules for audits, which are configured as methodical processes of
verification and adequacy of procedures. This element is of utmost importance
in estimating the success in the employability of management initiatives, since
it allows critically evaluating a scenario in search of procedures that impel
continuous improvements, the suitability of conduct, among other factors
that prevail for the continuity of processes. The Optimal Risk Management,
ProcessGene GRC, SAP GRC, 360factor, Adaptive GRC, and Aris GRC tools
are the best examples of this configuration.

Finally, it is possible to observe the massive use of extra components
to carry out the verification of current regulations, as well as legislative
requirements that must be taken into account during the activities of
an organization. Enablon, ProcessGene GRC, and SE Risk are tools that
have demonstrated this concern. It should be noted, however, that for the
applicability of these processes of legislative follow-up and regulations,
the module aimed at this activity must be adequately studied and planned
sothat it adapts to the different realities that may influence the processes
and products of organizations.

Finally, for anyone interested in the tools described, it is recommended
a deeper analysis more appropriate to its applicability in organizational
practices and objectives. In fact, there was no pretension to establish the
best, but to make full disclosure of the most common tools available in
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the market, with their characteristics and functionalities. Therefore, it
is understood the need of each institution to recognize, according to its
context and interest, which of these tools should better serve its purpose.
As a suggestion, if the organizational purpose is the automation of the risk
management process - for private or public institutions - we see greater
viability in the software SE Risk, INTERISK - Risk Intelligence, Active Risk
Manager, Adaptive GRC and IBM OpenPages GRC.
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7. Investigating real cases of risk management in the
public sector: the cases of UNIFAL-MG and CEFET/R)J

7.1. Context and motivation

Carrying out case studies, when it comes to some real-life context
of people, has proven its value to empirical-scientific investigations
to understand social phenomena holistically. The analysis of these
phenomena, observed in their natural environment, provides researchers
with a set of prevailing variables of true and concrete facts and ensures
the reach of conclusions relevant to those conducting research and to
other interested parties.

In order to corroborate the development of research in risk management,
to confront and confirm the coherence of the techniques and methods
developed during the course of the ForRisco Project with the practical reality
of the organizations, it was decided to carry out case studies in two Federal
Institutions of Higher Education (IFES), autarchies linked to the Brazilian
Ministry of Education (MEC). They are: (1) The Federal University of Alfenas
- Minas Gerais (UNIFAL-MG) and (2) the Celso Suckow da Fonseca Federal
Center for Technological Education - Rio de Janeiro (CEFET/RJ).

7.2. Objects of research

The following are the two IFES evaluated with regard to their current risk
management processes.

7.2.1 The Federal University of Alfenas - UNIFAL-MG/BRAZIL

UNIFAL-MG, originally Escola de Farmacia e Odontologia de Alfenas
- EFOA (Alfenas School of Pharmacy and Dentistry), was founded in
April 1914 and 2005 was transformed into a university. Besides the
headquarters, in the city of Alfenas-MG, it was expanded using two
campuses that are more advanced: the Varginha - MG campus and the
Pocos de Caldas - MG campus. UNIFAL-MG has been responsible for
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training several generations of professionals through its undergraduate
and postgraduate courses, consolidating extension activities, occupying
a prominent position in providing services to the local and regional
community and for the expressive growth of its scientificand technological
production. As a mission, the institution aims to promote the full education
of the human being, generating, systematizing and disseminating
knowledge, committing itself to excellence in teaching, research and
extension, based on the principles of critical reflection, ethics, freedom of
expression, solidarity, justice, social inclusion, democracy, innovation and
sustainability.

7.2.2. The Celso Suckow da Fonseca Federal Center for Technological
Education - CEFET/RJ/BRAZIL

CEFET/RJ has its origin in 1917 as the Escola Normal de Artes e Oficios
Wenceslau Braz (Normal School of Arts and Crafts Wenceslau Braz).
Currently,itisafederaleducationalinstitutionthatseesitselfasapublicspace
of human, scientific and technological training, offering technical courses
integrated to secondary, post-secondary, technological, undergraduate,
and lato sensu and stricto sensu post-graduate courses (masters and
doctorate), in the face-to-face and distance modalities. Since 2010, and from
the Professional Education Expansion Program (PROEP), the institution
has the Maracana campus and seven other campuses throughout the State
of Rio de Janeiro, which are Angra dos Reis, Itaguai, Maria da Graca, Nova
Friburgo, Nova lguacu, Petrépolis and Valenca. CEFET/RJ operates in the
teaching, research and extension triad and aims to contribute to the training
of well-prepared professionals for the economic and social development of
mesoregions in the State of Rio de Janeiro.

7.3. Research procedures

This research is defined by the qualitative research method, with deep
inferences in case studies. Qualitative research considers that there is
a dynamic, contextual and temporal relationship between the research
and the object of study, so it demands too much interpretation of the
phenomena in light of context and facts [24]. In qualitative research, the
researcher participates, understands and interprets events consciously
and coherently, with precision and objectivity, and must guarantee the
logical argumentation of ideas.
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In addition to qualitative research, a case study is a scientific basis that
supports the collection and analysis of the data [25]. In 1994, researcher
Creswell [26, p. 12] emphasized a definition very close to what is accepted
today, understanding case study as the process in which "the researcher
explores a simple entity or phenomenon limited by time and activity, and
collects information in detail using a variety of procedures".

Inthis logic, acase study should be considered as amaterial designinwhich
several data collection methods or techniques are used, such as observation,
interviewing and document analysis [25]. Promptly, it is proposed that a case
study should be understood as an empirical investigation that examines a
contemporary phenomenon in its context, especially when the boundaries
between phenomenon and context are not clearly defined [27].

Based on the definitions presented, it is important to understand
that a case study presents essential characteristics that surround it at a
strategic level and that were taken into account for the development of
this content, namely:

1. the unitary nature of the phenomenon investigated, i.e., the risk
management in IFES;

2. investigation of a contemporary phenomenon: although considered
as historical conjunctions, the risk management processes of these
institutions occur simultaneously with the research;

3. the use of multiple data collection procedures: risk management is
being examined taking into account different means of data collection,
such as interview, participant observation, and document analysis;

4. being a study of depth: the interview applied to IFES is semi-
structured, which allows for a greater depth of the researched topics and,
consequently, an increase in the level of interiority in organizations.

From the point of view of the operational level, or rather, considering
a proposal of content and sequence for the conduct of the case study, an
argument was adapted according to the studies of Cauchick Miguel [28, p.
221] that provides the framework for conducting the case study as detailed
in Figure 15 below:
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v

Figure 15 - Stages for conducting the case study
Source: Cauchick Miguel (2007, page 221), with adaptations
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At first, a mapping of relevant literature on risk management in public
and private organizations was carried out, as well as the methodologies
and tools for the implementation of this management. All this survey is
presented in the course of the book. Given the study on risk management,
it was necessary to propose a case study in institutions that present their
processes already structured, delimiting the propositions of this chapter. To
that end, two higher educationinstitutions in Brazil have been chosen, which
are developing their processes of formulation, implementation, monitoring
and control of risks, which is in other words, risk management. The selection
of UNIFAL-MG and CEFET/RJ to compose the research took place through
the participation of these institutions in the National Forum of Pro-Rectors
on Planning and Administration, an event in which both publicized their
projects for risk management.

The methods of data collection selected were interview with a member
responsible or co-responsible for the implementation of the institutional risk
management; participant observation, through the evaluation of presentations
incongresses of their respective management processes,of both organizations;
and, finally, the provision of documents relating to risk management, such as
the Risk Management Policy. The institutions were then contacted, and the
commitments of each one was adjusted so that they could be integrated into
the study. All data obtained through interviews, presentations, and documents
were collected within a maximum period of 30 days. For the analysis, we chose
the descriptive narrative of the facts and the implications encountered during
the research process.

The research carried out at UNIFAL-MG was supported by the Pro-Rector's
Office for Planning, Budget and Institutional Development (Proplan), in the
position of Adjunct Pro-Rector who works directly with the Institutional
Development Coordination (CDI). The Pro-rector supported the application of
the interview questionnaire, which was completed in full on March 6, 7 and 8,
2018 via Skype. The semi-structured interview has 25 questions - APPENDIX
11 - about the different stages to implement risk management in an institution.
The stages are: (1) policy definition [four questions]; (2) establishment of
the external context [three questions]; (3) definition of risk management
strategies [four questions]; (4) establishment of the internal context [three
questions]; (5) effective implementation of risk management in the activities
[four questions]; (6) reassessment of policy [two questions]; and (7) maturity
assessment of risk management in the organization [five questions].
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Documentation onits risk management processes was also made available
by UNIFAL-MG. The university offered the following documents: the Risk
Management Policy, effective on May 4, 2017, and used by the current
management; the Draft Risk Management Plan of UNIFAL-MG, which is
definedasapractical planforthedevelopmentofrisk management procedures
and actions in 2018; and a prior presentation made by the coordinators of the
university risk management at FORPLAD. This Forum was held on March 14,
15 and 16, 2018, in the city of Natal, Rio Grande do Norte, and where the
procedures and progress of UNIFAL-MG's risk management were presented
in detail. The dashboard, titled "ForRisco System Development Project”,
developed by the university and accompanied by the researchers, was also an
important object of this study.

Priortotheinterviewat CEFET/RJ,apreliminary meetingwas held between
the junior planning and management analyst - a member of the ForRisco
Project - and the head of the Institutional Development Department (DEDIN)
of the institution CEFET/RJ, on the morning of February 23, 2018 in the city
of Brasilia/DF. This meeting had the purpose of enabling us to know a little
more about the risk management of CEFET/RJ and formalize the invitation to
carry out the case study, which was promptly accepted. The application of the
interview questionnaire happened on April 11, 12 and 13, 2018 via Skype. It
should be noted that the same questions applied to UNIFAL-MG were also
applied to CEFET/RJ, so the questionnaire follows the same implementation
structure of risk management presented previously.

In addition to the interview, the researchers had access to the Risk
Management Policy of CEFET/RJ, to a presentation developed by the Board
of Strategic Management (DIGES) of this institution and to two worksheets
detailing the mapping steps (identified critical processes, definition of risks,
probability analysis and risk impacts) and management of risk processes. It is
noteworthy that CEFET/RJ also made a presentation at the National Forum of
Pro-Rectors on Planning and Administration, in Natal, Rio Grande do Norte,
on March 14, 15 and 16, 2018, entitled "Risk Management: the experience
of CEFET/RJ ", and that served as a basis for the realization of the case study.

Therefore, the emphasis is placed on the search for totality and depth in
the studied research objects, and in this case, it intends to understand the
reality of the processes of formulation, implementation and execution of risk
management in public educational institutions. It is important to understand
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the case studies carried out, aiming the understanding of different techniques
for risk management. It is also worth noting the standardization of the data
collection procedures carried out in both institutions, through document
analysis, interviews and participant observation. Finally, the analysis of
the cases of risk management at UNIFAL-MG and CEFET/RJ is presented
below, and then a comparison between the institutions and a proposal for
the implementation of risk management by the ForRisco methodology is
presented below.

7.4. Case Study: The Federal University of Alfenas - UNIFAL-MG/BRAZIL

The Risk Management Policy of UNIFAL-MG is recent, but from the outset, it
was established as a reference within this institution. The development of a Risk
Management Policy at UNIFAL-MG was thought based on what is prescribed
in article 17 of Joint Normative Instruction MPOG/CGU No. 1, dated May 10,
2016. The university, in establishing compliance with Ordinance no. 888, art.
3rd paragraph VII, determines its policy on July 7, 2017.

The development of the Risk Management Policy of UNIFAL-MG took
place initially through the performance of the Pro-Rector of Planning, Budget
and Institutional Development. In this sense, Proplan is the advisory body of
the Rectory responsible for preparing the institution's budget proposals, for
institutional information, for technical support to all organs of UNIFAL-MG
in the preparation of plans, projects, and proposals for agreements, as well as
sustainable administrative modernization initiatives.

Currently, Proplan is composed of: pro-rector; adjunct pro-rector;
coordinators (General Coordination (CGE); Institutional Development
Coordination (CDI); Budget Coordination (COR); Projects and Works
Coordination (CPO)); managers of managements (Management of Information
and Institutional Marketing, Management of Strategic Planning, Management of
Environment and Sustainable Development, Management of Budget Planning,
Management of Execution and Budget Control, Architecture Management,
Engineering Management); and other servants.

After being drafted, the policy was presented to the Governance, Risk and
Control Committee (CGRC), an internal entity of UNIFAL-MG responsible for
analyzing, approving, treating and monitoring the institution's risks. CGRC
has its composition established by the presence of the rector of UNIFAL-
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MG, in the figure of president; the Pro-rector of Administration and Finance;
Pro-Rector of Planning, Budget and Institutional Development; Pro-Rector
of Graduation; Pro-Rector of Research and Post-Graduation; Pro-rector of
Extension; Pro-Rector of Community and Student Affairs; Pro-Rector of People
Management; and the Coordinator of Institutional Development, as secretary.

After approval of the policy by the Committee, it becomes the main promoter
of the practices and principles outlined in the document, as well as providing and
institutionalizing appropriate structures for governance, risk management, and
internal controls. Thus, it is worth mentioning that the general objective of the
policy is to provide elements for UNIFAL-MG to institute risk management and
promote the identification, evaluation, treatment strategy and monitoring of
the risks to which it is subject.

In this sense, the institution understands that risk management is designed
to ensure that managers have access to information about the risks to which
the organization is exposed, improving the decision-making process and
increasing the possibility of achieving objectives. The Governance, Risk and
Control Committee is aimed at preparing, approving and implementing the Risk
Management Policy of UNIFAL-MG, which will be reviewed annually, beginning
anew cycle of preparation, approval, and implementation.

In addition, for the implementation of the Risk Management Policy, UNIFAL-
MG takes into account, in principle, the Institutional Development Plan (IDP)
as well as the objectives, targets, and indicators outlined in that document.
Subsequently, the organizational strategic objectives (macro processes) of
the institution, that is, of the units that form it, are retaken: Rectory, Vice-
Rectory, Pro-Rectories and Board of Directors. Then, the managerial and
support processes, and the sub-processes in two organizational levels are
detailed: Pro-Rectories and Board of Directors. It is from this mapping of macro
processes, processes, and sub-processes that one understands to what risks
each organizational unit may be subject.

Therefore, the main actions to be performed are mapped, in their different

levels of responsibility. The mapping considers the following types of risk, as
shown in Table 16, below:
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Table 16 - Risk typology

Risk typology Interpretation

Events that may compromise the activities of the organ or
institution, usually associated with failures, deficiencies or

Operational inadequacies of internal processes, people, infrastructure and
systems.
Events derived from legislative or normative changes that may
Legal compromise the activities of the body or institution.

Events that may compromise the capacity of the body or
institution to have the necessary budgetary and financial
resources to carryoutits activities or events that may jeopardize
its own budget execution, such as delays in the bidding schedule.

Financial/Budgetary

Events that may compromise the trust of society (or partners,
customers or suppliers) in relation to the capacity of the body or
institution to fulfill its institutional mission.

Image/Reputation of the
Organ or Institution

Otherrisks, such as cultural, technological, management, human
Other Risks resources risks, among others that may jeopardize the progress
of the institution's activities.

It is worth noting that the process of identification and mapping guarantees
the understanding of which procedures might pose risks to a specific
organizational unit since the units are also responsible for the identification
step. The risks identified should be attributed to the so-called "risk owner",
who is responsible for ensuring that the risk is monitored, managed and
adequately handled. It is also worth mentioning that the analysis should cover
all the activities considered relevant for the achievement of the institutional
objectives of UNIFAL-MG.

We notice, therefore, that responsibilities are not concentrated only on the
members of the CGRC, but on all those who are part of the organization. This
was the way found by UNIFAL-MG to ensure full execution of the processes
of monitoring and control of risks: accountability. Table 17 summarizes the
actors and their responsibilities towards risks.
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Table 17 - Actors and description of responsibilities

Actor Responsibility

Prepare the Risk Management Plan.
Carry out the management of the Risk Management Plan.

Committee ) o ) ] .
Determine mitigating measures, monitor actions and communicate
situations.

Ensure the continuity and improvement of the Risk Management

Rector .

Policy.
Monitor, in the respective scope, the mapped risks.
Pro-Rectors Communicate about situations involving risk and apply necessary

mitigation measures.

Monitor, in the respective scope, the mapped risks.

Coordinators Communicate about situations involving risk and apply necessary
mitigation measures.

Monitor, in the respective scope, the mapped risks.

Servants Communicate about situations involving risk and apply necessary
mitigation measures.

In order to ensure excellence in the development of the Risk Management
Plan, CGU'’s auditors, who, from June 27 to 29, 2017, provided a training
course on risk management and internal controls in the public sector,
supported UNIFAL-MG. The course was offered to all managers, pro-rectors,
institute leaders, campus directors, and technicians, in order to ensure the
same understanding of risk management at the institution. It is up to the
pro-rectors to disseminate risk management within each unit for which they
are responsible. In addition, the CDI of UNIFAL-MG, ensuring cohesion in
understanding the subject, intensified CGU course.

Thus, in general, UNIFAL-MG established the structure of its risk
management process in five stages: (1) identification of risks; (2) risk analysis;
(3) planning; (4) tracking and monitoring; and (5) control of risks. Figure 16
shows this structure:
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Figure 16 - Cycle of risk management at UNIFAL-MG
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For the identification process, it is suggested that the mapping of the
processes of the units be carried out in loco, i.e., by the servants involved,
through the collection of historical data, information, interviews, and meetings
with leaders and technicians in their activities. The identification of processes
and risks is inherent to each area or unit and can occur through two contexts:
external and internal.

In the case of establishing the external context, UNIFAL-MG has the
support of the Legal Department. It is through this legitimate unity that the
university responds to major external changes, which notably refer to changes
in legislation. Regarding the internal context, each unit should take into
account its abilities, strategies, activities developed and internal regiment or
policy of the institution. In addition to the units, which are responsible for the
identification and monitoring of processes, it is the responsibility of the CGRC
to ensure continuous action on identified risks.

With regard to the tools used to establish the external and internal factors
that may affect the institution, the units are oriented to use SWOT Analysis,
brainstorming, Ishikawa Diagram, Bow-Tie,and risk identification form. At first,
the SWOT Analysis is a strategic management tool used for the generation of
environmental diagnoses, which aims to increase the positive aspects of the
organization and eliminate negative aspects. SWOT Analysis allows learning
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from the present and reflecting on what can be done from it through the
global assessment of strengths and weaknesses (internal environment) and
opportunities and threats (external environment).

Brainstorming is a methodology that proposes to stimulate participation
and integration of the participants openly and spontaneously, aiming to
stimulate creativity in order to solve a problem. Meanwhile, the Ishikawa
Diagram maintains its focus as a facilitator in the risk identification process.
The Ishikawa methodology makes it possible to identify and analyze the
causes of risks and to develop actions to mitigate, accept or even share the
risk according to the risk tolerance level of the institution.

To complement, the Bow-Tie technique allows visualizing the relationship
between the causes and consequences of the risk evidenced, to minimize
possible failures during the process. This technique establishes, respectively,
the risk, the causes and their consequences, and the control measures
related to each cause and each consequence. Finally, UNIFAL-MG uses and
recommends a risk identification form (Figure 18), which establishes the risk
concept described as follows: the risk; the causes of risk; the likelihood of risk;
the impacts of the risk; and the owner of the risk.

Itisworth mentioning that all the techniques and methodologies mentioned
are part of the training conducted by the CGU (external training) and the
internal training carried out by the Institutional Development Coordination
(CDI). In addition, CDI monitors risk management in institutional units using
completed forms, as exemplified in Figure 17. Direct monitoring is also carried
out with the Pro-Rectories and, at the end of each Risk Management Plan
proposed by the developer unit, the plan should be evaluated, validated and
approved by the CGRC.

MACROPROCESSO/PROCESS/SUBPROCESS

Date
Sector

*) Controls/
Degree ¥ P . q
of gi e Existing Imfergxier::nt Deadline IPEE) Status | Observation

No Event Risk Cause "
Responsible
Procedure

1

* Implement/develop actions that act on the causes of risks. Justify why a certain measure should be adopted.

Figure 17 - Form for monitoring units and risks
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The risk analysis and assessment stage aim to standardize and clarify the
risks identified. For this purpose, a Form for Risk Identification was developed
- as previously mentioned. The form is based on the qualitative methodology
and has the purpose of facilitating the tabulation of information. At the end
of each descriptive form, it will be possible to ascertain the likelihood of the
occurrence of the risk and the level of impact of that risk concerning the risk
planning and classification stage. Figure 18 represents the form.

MACROPROCESSO/PROCESS/SUBPROCESS

Date
Sector

. Cause | Impact Risk Degree | Probability | Mitigating People
No | Event | Risk | tpick | ofRisk | Owner | ofRisk of risk measures | Responsible

Figure 18 - Risk Identification Form

When it comes to planning and classifying risks, probability and impact
interfere with these actions. UNIFAL-MG, through its management policy,
proposes the following interpretation, as shown in Table 18.

Table 18 - Probability and impact

Probability

Descriptors

Impact

Descriptors

Low

Likely to occur,
likely to mitigate
the already planned
strategies.

Low

Losses (although
reduced) to goals,
requires new
projects or actions.

Medium

Likely to occur, likely
to mitigate with
additional costs and
actions.

Medium

Loss of management
capacity; additional
demands on time and
resources.

High

High possibility to
occur; difficulties in
mitigating even with
additional resources
and actions.

High
Serious damage to
the objectives and

fulfillment of the
institutional mission.

Thus, risks are thought and monitored according to the results of the
classification stage. In order to evaluate the probability of occurrence of
risks and their impacts on the unit/institution, a Risk Classification Matrix is
proposed, as shown in Table 19.
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Quadro 19 - Risk Classification Matrix

A partir desta matriz, a UNIFAL-MG define os riscos que serao
constantemente monitBased on this matrix, UNIFAL-MG defines the risks that
will be constantly monitored and the strategies to treat each one of them. It
should be noted that, in general, risks are classified as follows:

(1) Low risk - tolerable risk, no immediate action is necessary, but the risk
should be monitored; the risks in this class should be treated only if the
constraints (such as cost and treatment effort) are not significant;

(2) Medium risk - attention situation; if possible, the risk should be
addressed in the medium term; the risk should be monitored frequently;
restrictions (such as cost and treatment effort) can be considered to
prioritize the treatment of risks in this class;

(3) High risk - intolerable risk, the situation of great concern; actions need
to be taken quickly, and results need to be monitored frequently to assess
whether the situation has changed with actions. Risks should be treated
regardless of constraints (such as cost and treatment effort).

Ahead, the monitoring phase will take place over one year from the date of
approval of the Risk Management Plan. Each responsible person should follow
the behavior of the scoring risks, suggesting interventions when necessary. For
the materialization of this process, the university object of the study proposes
the use of the tool 5W2H, previously established by the 11th IN n° 1, of 2016
[31], according to Table 20 below:
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Table 20 - Tool 5W2H

Tool 5W2H

Risk Definition

What What will be done? (Action)
Why Why will it be done?

Who Name of the person involved
When Period/Term

Where Place

How Procedure/Way

How Much Financial Value/Time

Free translation of the authors (2018)

Monitoring is an ongoing process, and it should be carried out in the
day-to-day operations of the organization. It includes management and
other supervisory activities as well as other actions that the servants
perform in fulfilling their responsibilities. Finally, the control stage should
occur through participation among Pro-Rectories, Support Units, Legal
Unit, CDI and CGRC. It is also through these different units that all forms
of communication and/or disclosure of new policies and procedures in the
verified institution are achieved.

Finally, UNIFAL-MG has developed an organizational chart structure that
represents and summarizes its entire process of risk management. Figure 19
depicts the risk management process from the outset, with the creation of
CGRC. It involves the training of public servants through training provided
by CGU (external training) and by CDI (internal training) and also establishes
the scenario between process monitoring, risk identification, management
tool choices and classification of risks with regard to probability and
impacts. It is worth adding that in the stages of monitoring and controlling
risks UNIFAL-MG understands the possibilities between accepting the risk,
mitigating it or even sharing it.
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It is important to state that UNIFAL-MG has not yet defined a process
for reassessing the Risk Management Policy, which is justified by the fact
that its policy is still recent and in the process of being implemented. Thus,
considering that the Risk Management Policy of UNIFAL- MG still identifies
itself with status "under implementation"; it is also not possible to assess
the maturity of this policy. However, this infers that the institution's risk
management provides for procedures, rules, and routines that enable its
managers to evaluate the effectiveness of their actions and their execution
plans. Finally, UNIFAL-MG's risk management is an updated process,
structured and developed according to the needs of preventive responses
expected from a risk management process, especially since it is a public
educational institution.

7.5. Case Study: the Celso Suckow da Fonseca Federal Center for
Technological Education - CEFET/RJ/BRASIL

Under Resolution No. 44/2017, the Risk Management Policy of this
institution was approved on December 8, 2017, by the Governance, Risk and
Control Committee, and promulgated by the Board of Directors (CODIR) of
the Celso Suckow da Fonseca Federal Center for Technological Education.
The policy was elaborated by the Department of Institutional Development,
under the coordination of the Board of Strategic Management, considering
the Joint Normative Instruction [31] MP/CGU n° 01/2016, which is in force
in accordance with the Standard ABNT NBR ISO 31000:2018 and establishes
the principles and the guidelines for risk management, internal controls and
related actions.

Still, at an early stage of implementation, the CEFET/RJ policy aims to
develop and ensure the existence of a structured risk management process
that guarantees the adoption of best practices to its processes, technologies,
and people. It is worth noting, among other things, that this institution has the
premise of aligning its risk management with the current PDI strategies, taking
into account the systematization and integration of organizational processes,
and the commitment and decision making by managers. They are, therefore,
objectives of the Risk Management Policy of CEFET/RJ:

I. establish concepts, guidelines, attributions and responsibilities of the risk
management implementation process;
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Il. guide the identification, evaluation, monitoring, and reporting of
institutional risks;

I1l. increase the likelihood of reaching organizational objectives by reducing
risks to acceptable levels; and

IV. add value to the organization by improving decision-making processes.

CEFET/RJ understands that the Risk Management Policy is its
responsibility and, therefore, the implementation of this policy must be
exercised in a shared way by managers, servants, systemic units, councils,
sectorial committees, and commissions. However, for policy formulation
purposes, the institution specifically has the Department of Institutional
Development, and the Governance, Risk and Control Committee. The latter
composed of the Directorate General (DIREG), represented by its director,
and the other systemic directors of the following boards: Board of Education
(DIREN), Board of Research and Graduate Studies (DIPPG), Board of
Extension (DIREX), Board of Management and Planning (DIRAP) and Board
of Strategic Management (DIGES).

For the formulation and implementation of the Risk Management Policy,
the educational institution prioritized, in principle, the qualification of the
teams in all its units and sectors. For this training, a risk management course
was conducted in partnership with the Federal Institute of Tocantins (IFTO),
as well as benchmarking strategies to understand risk management in that
institution deeply. Given the knowledge acquired during the training phase,
the institution's policy was elaborated by DEDIN, a department of the Board
of Strategic Management of CEFET/RJ. Once formulated, the policy goes
through a system of approval and validation composed of three stages: (1)
validation by the organization's internal audit department; (2) approval by the
Governance, Risks and Control Committee; and (3) approval of the policy by
the Board of Directors.

The next stage concerns the implementation of the Risk Management
Policy. To do so, the first stage involves the disclosure of the policy through
the institution's website and the holding of workshops on risk management by
DEDIN on all campuses. It should be noted that CEFET/RJ is a multi-campus
institution, which means that its structure is decentralized in eight campuses
in the State of Rio de Janeiro. They are the Maracana Campus - head office
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- and the other campuses of Angra dos Reis, Itaguai, Maria da Graca, Nova
Friburgo, Nova lguacu, Petrépolis, and Valenca.

Given the disclosure, an ancillary worksheet was developed to define risk
management in each institutional unit. Also, the Institutional Development
Committee was created, responsible for preparing the Worksheet Fill-in
Manual and conducting a workshop with the different sectors and institutional
unitstoensurethe correct performance of the action. Itisalsothe Committee’s
responsibility to study the weaknesses of the completed worksheets in
each unit and approve the worksheet. After approval by the Committee, the
worksheets are sent for approval by the CGRC, and then the treatment and
control of identified risks is started.

In general, it is possible to establish that the main duties, with regard to the
formulation and implementation of the Risk Management Policy of CEFET/RJ,
are the responsibility of the Governance, Risk and Control Committee. They
are: a) institutionalize appropriate risk management structures; b) promote
the continuous development of public agents and the adoption of good risk
management practices; c) ensure adherence to regulations, laws, codes,
norms, and standards; d) approve guidelines, methodologies and mechanisms
to communicate and institutionalize risk management; and, e) to issue
recommendations for the improvement of risk management.

However, in this process of formulating and implementing the policy, there
are still two other key actors:

e the maximum director of CEFET/RJ, who is primarily responsible for
establishing the organization's strategy and also for sponsoring the
implementation of risk management; and

e thelnstitutional Development Committee, which becamethe main proposer
of the necessary updates to the Risk Management Policy of CEFET/RJ and
who performs periodic critical analyses of the risk management process
through DIGES, submitting it to Internal Audit (AUDIN), to the Governance,
Risk and Control Committee (CGRC) and to the Board of Directors (CODIR).

The establishment of the external context analysis comes from the

control carried out by the Governance, Risks and Control Committee, which,
as previously mentioned, aims to ensure adherence to regulations, laws,
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codes, norms, and standards. To identify opportunities and threats, the main
methodology described by the institution was the brainstorming technique,
performed by the servants that act directly in the processes and recorded in
the ancillary risk management worksheet. The purpose of the worksheet is to
detect, monitor, and address all organizational risks identified.

The brainstorming methodology is understood by the institution as a group
tool for exposing a problem in order to get ideas and reflections to solve it.
It is also an important tool for defining organizational risk management
strategies. In addition to this, the processes of risk mapping, risk simulation,
and vulnerability identification are performed. Only after the development
of these activities will it be possible to structure the action plan, that is, the
strategic actions.

Therefore, process mapping is an activity occurring in each of the units,
coordination boards, departments, divisions and sectors, and not exclusively
performed by a single team. The mapping begins exactly with the identification
of processes performed in an area, followed by a prioritization stage of these
processes to detect the most important or critical. The entire team undergoes
training in Bizagi, a tool used for modeling, monitoring and controlling the
identified processes.

Given the training, the servants are able to structure the process mapping,
which will need to be validated. Validation is carried out by the sector head
responsible for the process and, subsequently, the mapped processes are sent
to DEDIN, which, after the analysis, suggests a team recycling in the Bizagi
tool or discloses the processes mapped to the institutional departments. This
process is described in Figure 20 below:
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Identification Prioritization Bizagi
of processes } of processes Training
Elaboration of o Submission of
process mappings F} Validation processes mapped
DEDIN > Recycling of ?LS:';Z‘;L‘Z 3“
. Bizagi traini
analysis izagi training Drocesses

to DEDIN
Figure 20 - Implementation of the mapping process in CEFET/RJ
Source: CEFET/RJ

In the review stage of the mapping forwarded, all those understood as
"non-processes"”, that is, that were only activities, were removed from the
risk management analysis. CEFET/RJ understands vulnerabilities as the root
cause (critical node) or the causes that increase the likelihood of the risk
happening. Notably, risks are not addressed directly, but the vulnerabilities
(the causes and critical nodes) that can lead to their occurrence are
addressed. The final stage corresponds to a plan of action that is triggered in
the individual treatment by the area of each critical node.

For the realization of the internal context, other methodologies are
used. In addition to the technique of brainstorming and process mapping,
the methodology of the five whys and the 5W2H are applied. The first is
a technique for finding the root cause of a defect or problem. A technique
of analysis that starts from the premise that, after asking five times why a
problem is happening, always related to the previous cause, the root cause of
the problem would be determined. The second, 5W2H, seen in the previous
case study, is intended to understand who, when, where and how an action
will be performed, and how much it costs to perform this action.

It is important to highlight the use of the ancillary worksheet during the
entire process mapping and risk management. In fact, the spreadsheet has
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been the basis of the identification of processes from the beginning. All
macro processes are identified and plotted in the worksheet, defining their
sector of activity, that is, the area in which the process fits, which can be
administration, teaching, research, extension or management. Subsequently,
it is understood which processes are critical, and only these processes will
be deepened in their root cause (vulnerabilities). To classify the risks, four
groups of processes are proposed: operational, financial, legal or image of
the institution - in which it will be necessary to determine to which of these
groups the process belongs. Thus, the next stage is the definition of risks, in
which one can ask: What is the risk in that process?

Continuously, CEFET/RJ analyzes the risks from two perspectives: (1)
risk probability analysis and (2) risk impact analysis. In the first perspective,
seven factors are taken into account, as detailed in Table 21 below:

Table 21 - Factors considered for probability analysis

Factors Interpretation

Survey of prospective scenarios that influence the realization
External Environment of hazards (crime, parallel markets, judicial structure,
corruption, trade union movement, among others).

Survey of the level of relationship between employees and
Internal Environment senior management, compensation, organizational climate,
organizational culture, HR policy, and ethics.

Survey of Passive Technical Means (MTP) and physical

Infrastructure

resources.

Verify whether the organization has routine and emergency
Organizational Means standards, risk treatment policies, and enterprise risk

management.

Survey of the qualification level, quantity and tactical position

Human Resources of the team.

Information Technology Survey of the nonexistence of electronic/computerized
(IT) systems.

Degree of occurrence of the "risk factor" in each area or sector
Frequency/Exposure studied. The frequency/exposure can be classified as very low,
low, medium, high and very high.

Source: CEFET/RJ
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The second risk impact analysis considers the four groups of processes
previously defined - operational, financial,and legal orimage of the institution
- and the degree of influence on them. In order to maintain the significance
proposed by CEFET/RJ, Table 22 characterizes this classification.

Table 22 - Risk classification by sector/department

Sector/Department Interpretation

1- Very slight disturbances; 2- Light; 3- Limited; 4- Serious; 5.

Operational Very serious disturbances.
Financial 1- Negligible; 2- Light; 3- Moderate; 4- Severe; 5- Massive.
Legal 1- Very slight disturbances; 2- Light; 3- Limited; 4- Serious; 5.

Very serious disturbances.

1- Individual character; 2- Local; 3- Regional; 4- National
character; 5 - International character.

Institution Image

Source: CEFET/RJ

The results found in the probability and impact analyses are expressed in a risk
matrix (Table 23) that should result in the level of risk. This level corresponds to
a result between the probability of the risk occurring in the department and the
degree of impact of that risk on the activities carried out in that sector. The level
of risk can be classified as low, medium, high and extreme. From this definition,
the measures for the treatment of risks are formulated and adjusted through the
action plans. At this stage, the recording will be done by completing the Action
Plan in the Risk Management Worksheet and seeks to increase the probability of
reaching organizational results through the treatment of risks.

The action plans aim to accept, mitigate, avoid or share the risks. Accepting
risk means tolerating it; mitigate (reduce or modify) the risk is to reduce its
likelihood and/or impact by bringing it to an acceptable level; avoiding risk
corresponds to eliminating the activity that gave rise to it; and, finally, sharing
the risk with third parties means seeking cooperation to solve the problem.
Moreover, this is the moment in which the responses to the risks are defined
through the execution of actions devised by the sector's team (risk owners - i.e.,
systemic boards and campus management), in partnership with its responsible
person to carry out risk-treatment actions (read risk agent). The deadlines
for responses to the risks and the total investment foreseen in each strategic
action are also defined.
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Table 23 - Risk Matrix Probability vs. Impact

Medium Medium

Medium Medium Medium

Medium Medium

Source: CEFET/RJ)J

The strategies for risk mapping and treatment in the institution are
always defined by the CGRC, which reveals that there is not yet a strongly
decentralized or fragmented process in definitions of objectives, targets, and
indicators by other areas of CEFET/RJ. It is worth mentioning, however, that
all strategic actions defined are disseminated in the various areas through
meetings, workshops, institutional e-mails and on the institution's website.
It should also be pointed out that, throughout the decision-making process
for risk management, five areas and their respective responsibilities are
summarized as fundamental. They are:

1. CGRC: Committee created by Ordinance No. 803, dated July 6, 2016,
and it has as main attribution to institutionalize, promote, guarantee and
supervise the implementation and development of risk management in
the institution. It is formed by the director general and by the systemic
directors, being presided over by the director general.

2. CODIR: a permanent and advisory committee in support of the
management of the Board of Strategic Management, with one of its functions
supporting the implementation of institutional risk management. It consists
of representatives of the systemic directors and the campuses, and the head
of the Department of Institutional Development currently chairs it.
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3. DIREG: responsible for chairing the Governance, Risk and Control
Committee and for ensuring all necessary support for the implementation
of institutional risk management.

4. DIGES: responsible for the implementation of process mapping and
institutional risk management; and

5.DEDIN:responsible for supporting the Board of Strategic Management in
the implementation of process mapping and institutional risk management.

Similarly, it is possible to establish the risk management of CEFET/RJ in
seven main stages, as shown in Figure 21 below.

Identification of Identification of Risk
the context risks analysis
Risk Treatment Monitoring and
assessment of risks critical analysis

Communication
and control

Figure 21 - Stages of risk management in CEFET/RJ
Source: CEFET/RJ

Thus, it is understood that the establishment of the context in the Risk
Management Policy provides for the definition of external and internal
parameters essential to the achievement of its objectives. All levels of the
organization must have objectives set and communicated. There should then
be clear objectives, aligned with the organizational mission and vision, and that
is necessary to enable the detection of events. Risk identification involves the
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recognition and description of critical events that may affect the achievement
of the objectives. Risk analysis refers to the determination of the likelihood and
impact of critical events that may have effects on pre-established objectives.

Thepurposeoftheriskassessmentisthequantitativeandqualitativeanalysis,
which will define the risks to be addressed and their order of prioritization
through the level of risk identified by the risk matrix. The treatment of risks
consists of the identification and selection of means (actions) intended to offer
new controls orimprove existingones. The Monitoringand critical analysis deal
with the review and the periodic analysis of the risk management, aiming at
the continuous improvement of the institution. In the monitoring process, the
performance of the risk indicators should be monitored, the implementation
and maintenance of the action plans supervised, and the achievement of the
goals established verified. Finally, communication and control constitute the
flow of information between the parties involved in the risk management
process in order to ensure the necessary understanding to decision-making
involving risks and the control of the implementation of planned actions.

It is interesting to describe that the monitoring process occurs in three
dimensions. Inthefirstline of defense, there arethedepartments, coordination,
sections and public agents whose task is to implement preventive actions to
solve deficiencies in processes and controls. In the second line of defense, the
director general, the systemic directors and the directors of the decentralized
units of CEFET/RJ are present, whose duties are to determine directions and
support the first line. Lastly, the third line of defense is the internal audit, which
should promote independent assessments of internal controls.

In addition, a relevant aspect worth mentioning is the motivation for risk
management. As presented at the FORPLAD conference in Natal, Rio Grande
do Norte, risk management, before being conceived in this way, arising from
the initiative of DIRAP to map all the processes in force in the institution,
ensuring greater control and efficiency over them. Subsequently, through the
Ordinance/Cefet/RJ n° 803, dated July 6, 2016, and amendments, this project
was extended to the entire institution, under the coordination of the Board
of Strategic Management (DIGES). During the process-mapping phase, 700
(seven hundred) processes were identified, grouped into two sets: (1) campus
processes and (2) processes by boards. In the same period, legislation about
risk management came into force, which ensured the mapping processes to fit
into the context of this new legislation.
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It is likely that CEFET/RJ has not yet undergone a reassessment of its Risk
Management Policy, which is justified by the fact that the establishment of
its first policy is recent. However, the institution affirms that the revaluation
stages of its policy will be implemented after one year of the current policy
and/or the implementation of a new Institutional Development Plan, as well as
in the implementation of an Improvement Plan. The Improvement Plan refers
tothe processes of maturity evaluation since the risk management policy is still
in the implementation phase, which prevents actions that measure the degree
of maturity. As a recommendation, CEFET/RJ suggests mapping processes to
provide appropriate and effective risk identification.
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8. The forrisco methodology: risk management in the
public sector

Developed to complement the ForPDI methodology - Institutional
Development Plan [23], the ForRisco methodology has been supported by
the Federal Institutions of Higher Education (IFES), by the National Forum
of Pro-Rectors on Planning and Administration (FORPLAD) and by the
National Association of Leaders of Federal Institutions of Higher Education
(ANDIFES) of Brazil.

The ForRisco methodology is the result of a research project titled "Risk
Management at Federal Universities: development of reference model and
system implementation ", which was divided into the following five stages:

1. evaluation of market risk management methodologies adopted by the
Brazilian Public Administration;

2. preparation of a questionnaire to assess the maturity of methodologies;

3. construction of a risk management methodology appropriate to public
and private organizations, to be published in book format;

4. development of software to support managers in the conduct of risk
management; and

5. Online and face-to-face training on the methodology and software tool
ForRisco.

The first stage is described in the fourth chapter of this book. For the
second stage, achapter was published inthe book Lecture Notes in Business
Information Processing, Springer publishing house, entitled Perception of
Enterprise Risk Management in Brazilian Higher Education Institutions,
containing relevant information on the application of the questionnaire.
The third stage corresponds to the creation and publication of this book.
The fourth stage refers to free software to perform risk management in
organizations, presented in Chapter 10. The fifth stage is related to face-
to-face and online training, with courses that include the methodology and
the ForRisco software.
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In its origin, the project for risk management in federal universities seeks, in
addition to the development and dissemination of the reference model by its own
methodology, the development of the software ForRisco, a risk management tool
that should support, in view of the proposed methodology, all the processes for
implementing, managing, controlling, and monitoring organizational risks.

The ForRisco proposal is one of the most current and promising resources for
efficient risk management in private and public organizations. Firstly, based on
renowned international and national studies, the methodology shows itself capable
of serving different institutions and sectors. Moreover, for its conception, some of
the main structures of the market and the Public Administration were taken into
account, which reinforces the methodology's ability to respond to the demands of
different areas and natures.

Another differential is the ability to integrate the methodology and the
ForRisco tool in support of the organizations' objectives. In fact, this integration
allows aligning the stages to conduct the risk management following the structural
logic designed by the software. It is also relevant to mention that the ForRisco
methodology is the only one that argues the correlation between the developments
of risk management policies aligned with the institutional development plans.

The following will present an outline of the stages for the implementation of risk
management proposed by the ForRisco methodology and a description of each.

8.1. Stages in the implementation of risk management

In establishing what is understood by stages in the implementation of
risk management, the ForRisco methodology brings, within the scope of
management, a process composed of seven fundamental stages. They are:
(1) policy definition; (2) establishment of the external context; (3) definition
of risk management strategies; (4) establishment of the internal context; (5)
implementing risk management for activities; (6) reassessment of the policy and
the establishment of the level of maturity; and (7) assessing the maturity of the
organization. The ForRisco methodology is described in Figure 22.

For these stages, it is suggested that it is interesting to think about which
activities are generic and which are specific to the risk management of the
organization, and which are macro level and micro level. Figure 22 contains a
diagram of this logic:
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Macro-level

1 6 7
Define Reassess policy, Assess the m'aturity
policies maturity level of the organization
2
Establish external
Generic Cenite Specific
5
3 . 4, Implement risk
Dgﬁ ne strategy for Establish internal management for
risk management context activities

Micro-level

Figure 22 - ForRisco Methodology for Risk Management in Public Administration

At first, to structure each of the stages in an organization, one has to
think about the generic and specific activities, as well as the macro and
micro levels of this institution. Generic means a set of activities, processes,
concepts, resources, and decisions that are analogous (similar) in the areas
in a particular body. Specific means the same set of activities, processes,
concepts, resources, and decisions that refer exclusively to a specific areain
the body or to the whole body itself.

Next, it is important to consider how activities, processes, concepts,
resources, and decisions can affect the organization. For this purpose, it is
necessary to be sure about the levels of the organization. The macro level
indicates that the entire organization is propitious to receive or to feel the
repercussion of the executions established by these activities, processes,
concepts, resources, and decisions made. On the contrary, the micro level
indicates that the repercussion of activities, processes, concepts, resources,
and decisions will be perceived only by the executing area.
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It is worth mentioning that, over time, all activities reflect in the
organizational context, in the short, medium or long term. In this way, it is up
to the risk management to reduce the negative impacts of the areas, in the
entire organization, especially in the medium and short term.

For the ForRisco methodology, the following scenarios apply:

e First quadrant - stages 1, 2 and 7 are activities that can (or should) be
understood as generic and macro-level. This is because they are actions
that involve the organization as a whole and can also affect the entire
organization, even in the medium or short term;

e Second quadrant - stages 2, 3 and 4 are activities that can (or should) be
understood as generic and micro-level. That is, they are activities that
are common throughout the organization, but are also carried out in the
organizational areas, reflecting their different contexts;

e Third quadrant - stages 4 and 5 are activities that can (or should) be
understood as generic and micro-level. In fact, it is inferred that each
specificareais able tounderstand its context and, in addition, to perform
all the risk management actions for the activities that are convenient to
them; and

e Fourth quadrant - stages 6 and 7 are activities that can (or should) be
understood as specific and macro-level. In short, they must be carried
out by the areas or by the organization as a whole, with a general impact
on the organizational context.

The overall steps or stages for conducting risk management under the
ForRisco methodology are presented below:

1. Define the Risk Management Policy at the organizational level.
2. Establish the external context following the guidelines of the GIRC to
identify and understand the laws and standards that form the basis for

implementing an agency's Risk Management Policy.

3. Based on the policy and external context, define the strategy for risk
management containing the roles that will form the lines of defense,
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train people and disseminate risk management. Defining strategiesis key
to ensuring the cohesive delineation between objectives and expected
results for business processes and the organization's projects.

4. Establishing the internal context means considering the institution's
skills, capacity, strategy, external context, and policy. It is recommended
to complete the tasks of MGR-SISP about step "1. Establish context" and
define people and roles in order to perform the tasks recommended by
MGR-SISP.

5.Performriskmanagementfortheactivitiesand actions of the organization
followingthe process steps presented in this chapter, contained in Figure
25 - Stages in the process of risk management proposed by the ForRisco
methodology.

6. Re-evaluate each year, or when necessary, the policy and legislation
in order to establish the level of maturity about the stages of risk
management according to IBGC maturity measurement and realign
actions regarding risk management in the organization.

7. Evaluate the maturity of the organization according to IBGC guidelines
and use the questionnaire presented in Appendix I.

From a general understanding of the implementation of risk
management, the essential components of this action will be detailed. The
stages of risk management processes have four components: (1) Inputs;
(2) Techniques; (2) Objectives, processes and tasks; and (4) Outputs.
During the implementation of the process, the output from an earlier
stage becomes the input to the next stage. Such techniques provide the
necessary support to the steps and tasks of the stage in achieving the
outputs. It should be noted that project/process mapping activities must
be performed before the stages of risk management are initiated. For this
purpose, it is recommended that information from the GIRC methodology
be used. Figure 23 represents the model described above.
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Figure 23 - Model of risk management stages of the ForRisco methodology

In risk management, the policy establishes the principles, guidelines,
and responsibilities. Based on the development of this policy in order to
understand and identify the objectives, processes and organizational tasks, it
will be feasible to use a set of techniques to gather important information to
the business and to carry out the activities of the organization. In the process
of Figure 24, some techniques are suggested, but it will always be necessary
to evaluate what best applies to the identification of the external context. For
this stage, information about regulations in laws and rules, lessons learned on
other occasions and questions that apply to the scenario will be used as input.
As output, a strategy will be defined to guide the activities of the organization,
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here separated between projects and processes, but not limited to these
components.

Then, to identify the internal context, it will be taken into account the
previously defined risk management strategy. Emphasis is placed on the use
of guiding documents, such as organizational plans and policies, to ensure a
better understanding of the internal context. It is also worth mentioning the
use of the RACI matrix (acronym for Responsible, Accountable, Consulted and
Informed) to recognize the assignments, tasks, and responsibilities in a given
process, project, service or in the context of department and organization.
Without detail, Responsible is who develops the activity; Accountable
approves products and activities delivered, and also bears responsibility for
them; Consulted means checking, with a kind of consultant, the progress of
the process to add value; and Informed is the action of notifying all those
involved/interested.

As mentioned, the ForRisco methodology understands projects and
processes as different. As for the projects, it is recommended a methodology
for their management, but it is understood that, at the end of the projects,
products or services will be delivered and, if they become an internal service,
theywill beincludedinthe business processes. For these cases,one should have
another suitable control set. Risk management in projects occurs throughout
the entire process, involving initiation, planning, execution, monitoring and
control, and closure. Risk management is expected to contribute to changes
in project scope, time, cost, resources, and quality, allowing for accurate
communication and monitoring of project constraints. Since projects are
understood as unique and complex, forms of control and monitoring must be
ensured so that they can be tackled at first, avoiding rework and additional
costs.

For business processes, it is necessary for understanding and control.
Processesarealltheroutineactivitiesofadepartment,division,ororganization.
In fact, processes do not necessarily have deadlines for closure, and yet
need to be monitored. Process mapping contributes to the dissemination
of information in a clear way, so that process participants know what to do
when to do, how to do, and what the expected outcome is for a given process.
However, because all processes are not always mapped, it is critical to think
in the least about which deliveries a department or division is making, what is
required for delivery, and what requirements these deliveries need to offer.
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It is recommended to use the SIPOC technique (Supplier, Input, Process,
Output, and Customer) to gain a better understanding of these processes. It is
important to state that process risks must have their strategy for the outcome
of these processes. Finally, as the processes are continuous, it is necessary to
seek their improvement over time.
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Figure 24 - Prerequisites for the risk management stages of the ForRisco methodology

Once the strategies are defined, and the external and internal contexts
are recognized, the stages of the risk management process will be initiated,
as shown in Figure 25. It is recommended at this stage that information from
the activities present in the MGR-SISP be used. The first stage in this process
is to identify and assess risk and to do so, it is suggested as input the rules of
the body, policy, and strategy of GR processes, responsibilities of participants
in the form of RACI matrix, lessons learned, among other information that aid
in this identification and evaluation. As techniques to perform this stage, it is
proposedthe Probability and Impact matrix, brainstorming,impact assessment,
probability and proximity, evaluation of expected value for treatment, among
others. For this stage, the main output is the risk record, which will accumulate
informationthroughout the process. Arisk map and lessons learned as ancillary
results can also be created.
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Once the risk is identified and evaluated, the risk record information will
be used for planning, but nothing prevents the risk from being revisited and
reassessed according to the organization's need. Once this is done, there will
be a guarantee that monitoring and control are occurring. In the same line,
there may be changes in planning for the due treatment of risk. The risk map,
presentedin section 4.3.1. Of this book, can be used to monitor risks. Note that
the map should reflect the risk analysis to enable a holistic view, i.e., indicate
the risk at the moment prior to treatment and their current situation.

The "Plan" stage uses as input the risk record already identified and
evaluated, the risk map, and the lessons learned. As a technique for this stage,
risk response planning should take place, which will result in the definition
of the people (RACI matrix) and the activities that must be performed. As
output, this stage should contain, minimally, the owner of the risk, responsible
for controlling and monitoring it, the risk agent, responsible for executing
the treatment plan, the risk record, so that it can continue accumulating
information about the risk, and the response plan, which should contain the
actions necessary to address the risk.

The "Implement" stage will be executed when the risk tolerance level
reaches an unacceptable level or when the risk materializes. In this case, the
information of the risk record, containing the risk owner, the risk agent and
the execution of the response plan are used as inputs. As a backup technique,
it is inferred that the risk map is updated, and the control and monitoring of
risks must be kept up to date. As output, progress reports on risk treatment
and other summarized reports should be prepared. These reports reaffirm the
organization's interest in maintaining monitoring and control by stakeholders.
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Figure 25 - Stages of the risk management process proposed by the ForRisco methodology

Ahead, in the stages for risk management of the ForRisco methodology, it
is necessary to recognize the level of maturity. In this sense, it was decided
to recommend the measurement of maturity in relation to the components
defined in the IBGC methodology: (1) strategies; (2) governance; (3) policy;
(4) processes, process interaction and management cycles; (5) language and
assessment methods; (6) systems, data and evaluation models; and (7) culture,
communication and training, monitoring and continuous improvement.
Among the maturity levels defined by the IBGC methodology, the following
classifications are presented:

(1) Initial - an organization that does not know how, where and why to
implement risk management;

(2) fragmented - the organization knows where to start but does not know
where it wants to go;

(3) defined - the organization has defined objectives, goals and strategies;

(4) consolidated - the organization has objectives, goals, and strategies
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defined, implemented and monitored;

(5) optimized - the risk management strategy was revisited and clearly
defined, implemented and integrated with other management cycles.

Thus, based on the evaluation of the level of maturity of the components
in the organization, it will be possible to recognize and establish the need
to re-evaluate the Risk Management Policy. As seen, the policy is one of the
components that should be considered at this stage, and it will be relevant to
determine the fundamental procedures for it to be effective to organizational
and stakeholder aspirations. In consideration, time is a significant and
conditioning factor for the reassessment of the policy. That way, the ForRisco
methodology prescribes the need to reassess the organization's policy,
legislation and maturity level every year, or when necessary, and realign
actions and practices regarding risk management.

As afinal stage in risk management, the ForRisco methodology encourages,
once again, the use of the IBGC proposal, in addition to the questionnaire
presented in Appendix I. In summary, the questionnaire seeks to develop
organizational self-knowledge by admitting specific questions for risk
management and those responsible, as well as collecting information about
the work execution and perceptions about risk management by employees.
The application of the questionnaire, together with the evaluation strategies
and measurement of maturity through the IBGC methodology, foreshadows
an organization with effective results in its risk management.

Finally, through the stages described above, we defend the adequacy
when conducting risk management. It is emphasized that the monitoring and
control stages must occur throughout the entire process, but since they do not
have specific input and a defined result, it was chosen not to describe these
processes. Monitoring and control, risk recording and progress reporting are
essential components for adequate monitoring of identified risks. Regarding
the controlstage, fromtimetotime-everysix monthsor annually,or depending
on the interests of each organization - should be undertaken to define process
review activities, updates on policies and guidelines, as well as a reevaluation
of maturity to define improvement actions about risk management.

In order not to make the risk management process time-consuming, it is
necessary to ensure that, the registration tool provides an uncomplicated
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interface, with information that is crucial to the conduct of risk management,
but at the same time complete and effective in ensuring visibility of the
current risk state, its magnitude and a history of risks. In this sense, a set of
variables was considered to compose a form that allows the recording of risks,
as presented in Appendix Il of this book.

8.2. Example of the ForRisco methodology application

Two practical cases of the ForRisco methodology application are
presented below.

8.2.1. Case 1 - Initiating the implementation of risk management with the
ForRisco methodology

Incase 1,the members of an organization are initiating the implementation of
risk management, but no action has been taken so far. Probably, the level of risk
management maturity is still low, and it is possible that the main stakeholders
are not yet involved in these initiatives.

Inthisscenario, itis necessary to gainthe sponsorship of the top management,
which can be supported by the obligations regarding the legislation in chapter 5,
which addresses Brazilian laws and regulations related to risk management.

Then,theorganization'sriskmanagement policy must be formalized through
an ordinance or equivalent document. After this formalization, it is important
to measure the maturity of the organization even though implementation has
not yet begun. This helps to form a baseline to allow future monitoring of the
whole process.

For the identification of the external context, it is necessary to survey the
laws, rules, and obligations that the institution should follow. Some cases follow
higher public authorities or the guidelines of international organisms. These
definitions of external context vary from organ to organ, or according to the
rules of the Brazilian states, or according to other definitions. With this set of
information, it is possible to outline a strategy for risk management that will
depend on this context and the type of risk to be faced. For example, health risks
will be treated differently from financial risks, or from information security, or
from urban mobility, and each case requires its regulation.
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Once arisk management strategy is already in place, projects and processes
will undergo constant analysis. These analyzes can occur spontaneously or
scheduled, keeping the purpose of interaction between people so that they can
perceive the events. Once the events that cause uncertainties are identified,
it is necessary to record them, and in order to do so, the suggested techniques
can be used. Once the risk is identified, it is suggested that it be written in the
form Cause — Risk — Consequence or Event — Risk — Effect. This facilitates
reflection and understanding of the scenario. At that moment, the risk record
begins to be filled with the information present so far.

With the risk recorded, an analysis will be carried out that will detail the
nature of this risk for better understanding, profoundly and individually. In this
case, the information on impact, probability, proximity and, if any, the expected
value for the treatment is filled in. Such information helps to define this risk -
identified - and allow comparisons with other risks in order to address, in the
first place, the most urgent ones. This briefly described process occursin therisk
assessment stage. In exception, risk assessment considers several risks together,
although individually evaluating each one of them.

Once the risks are assessed, the most serious ones should have a treatment
plan. The more serious the risk, the better and more detailed the plan should be.
The milder risks do not necessarily require treatment plans, but for the more
serious risks, it is mandatory that such plans exist.

At any time that the risk materializes (becomes an issue), or exceeds
the tolerance limit, the risk plan must be implemented, and the control and
monitoring of these risks is necessary. Risks should be continually reevaluated
in order to allow their last state to be represented in the tool and to have
accurate communication regarding those risks. This reassessment is part of the
monitoring stage. These cycles are interactive and continuous, as events occur
at unknown intervals. However, after a period of 6 months to 1 year, policy
and legislation should be reviewed, and the maturity of that period should be
reassessed for future improvements.

8.2.2. Case 2 - Applying the ForRisco methodology in an organization that has
already started risk management

Incase 2,the organization has already begun toimplement risk management,
but its processes have not yet been mapped. To make the scenario worse,
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the servants and employees are overloaded with assignments, and there is a
shortage of human and material resources in the organization.

There are knowledge and willingness on the part of top management to
apply risk management, but the workforce for conducting risk activities is
scarce. One possible solution to this scenario is the time optimization of those
involved so that risk management is not a hindrance to teams.

The Risk management software will be of vital importance in automating
notifications, remembering deadlines and dates, centralizing information about
risks and saving time for those involved.

Inthiscase,managersmust monitortheserisksmorefrequently,accessingthe
tool daily to give them the necessary development. One should avoid meetings
with many participants, calling only those responsible or representatives. There
is a need for accountability directed to the stakeholders and a request for the
issue of risks to proceed.

Even without the mapped processes, the stages of risk identification and
assessment can occur. These stages will help in planning and treating risks, as
well as assisting with monitoring and control.

In this scenario, it is better to have a minimum of control and record than
no control at all. By giving more visibility to the control of events and allowing
more effective communication, one can better understand the performance of
teams and request support in the definitions of people relocation and financial
resources, since the volume of work is known.

Risk management is not the solution to all organizational problems, but it
allows arecord and monitoring structure to be created in order to measure and
communicate these risks more accurately. It also contributes to the internal
culture as to the proper handling of important business issues. Also, it should
be remembered that audit and control bodies will request the development of
these actions and that complying with these guidelines is of utmost importance
to the organization.
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9. How to evolve risk management in a public institution?
An analysis of the cases of UNIFAL-MG and CEFET/RJ in
the light of the forrisco methodology

In order to establish an appreciation of risk management currently

developedintheresearched IFES,thischapterintendstoconductacomparison,
that is, a comparison between the reality of the organizations studied and the
principles and stages of the ForRisco methodology. As evidenced, the ForRisco
methodology emerged from a project whose purpose is to influence risk
management in the public sector, especially in the field of education, where it
has gained support from IFES in Brazil. Proof of this is the possibility of carrying
out the case studies at UNIFAL-MG and CEFET/RJ, institutions recognized by
MEC and acting in the scope of education, research, and extension.

It is worth mentioning that the ForRisco methodology aims to become the

main reference model for public or private institutions wishing to formulate
and implement or optimize their risk management processes. Taking as
support, therefore, real cases articulated in consolidated public organizations,
a detailed investigation is admitted between what the ForRisco proposal
suggests and how the risk management processes were developed and
implemented in practice.

To give greater visibility to what is established in the stages of risk

managementinthe ForRiscomethodology,itisimportanttorememberthatthe
methodology designates seven key stages. The stages are: (1) policy definition;
(2) establishment of the external context; (3) definition of strategies for risk
management; (4) establishment of the internal context; (5) implementing
risk management for activities; (6) reassessment of policy and maturity level;
and (7) assessment of the organization's maturity. It should be noted that
risk management is, in itself, a continuous cycle, and it is recommended after
stages 6 and 7, respectively, a reassessment of the policy and maturity level
and assessment of the maturity of the organization, so that the cycle restarts.

The policy is understood by the ForRisco Project as the direction of

the course of the risk management to be implemented. It ensures the
determination of parameters - external and internal - for the full execution
of management tasks. Only an established policy may be able to assist and
integrate risk management into the overall agenda of any institution, so its
merit. Notably, both UNIFAL-MG and CEFET/RJ have a Risk Management
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Policy already formulated and implemented (or under implementation). Both
policies are recent - dating from 2017 - and were institutionalized after the
Normative Instruction proposed by the Federal Government that incited the
management of risks in public organizations.

Initially, what is worth highlighting are the different scopes in which
these policies were formulated, including meeting different objectives. The
risk management policy at UNIFAL-MG comes from the active role of the
Pro-Rector's Office for Planning, Budget and Institutional Development in
improving the budget proposals at the institution, as well as the initiative of a
more modern and sustainable administration. In CEFET/RJ, before the policy
was conceived, the Department of Administration and Planning needed to map
all the processes in force in the institution to guarantee greater control and
efficiency. With the validity of risk legislation, the process was appropriate and
proved to be efficient in the implementation of risk management.

Regarding the establishment of the external context, the present
methodology highlights the need to identify and understand the legislation
and regulations related to the implementation of a Risk Management Policy.
The book itself contains a series of laws, regulations, and decrees governing
risk management, governance, and internal controls in federal bodies. The
fact is that at UNIFAL-MG, this support is provided by the Legal Department
of the institution, which allows us to infer the proper position of the university
regarding legislative changes and its deadlines. It should be noted that,
because it has a specific sector that deals with legislative changes and proposes
modifications inthe organization's internal policies, UNIFAL-MG does not seem
to depend on a system or tool for this identification process.

For the realization of the external context, CEFET/RJ has as its governing
body the Governance, Risk and Control Committee, and the technique of
brainstorming as the main tool used, which, according to the institution, is
effective for ensuring the participation of servants from different areas of the
organization. It should be noted, however, that this is not the only function
of the Governance Committee, which should be primarily responsible for
institutionalizing, promoting, guaranteeing and supervising the implementation
of the Risk Management Policy in the institution. For both institutions, it is
inferred the possibility of inserting a risk management software as a guarantee
of greater effectiveness in the development of contexts.
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The third stage provided for in the ForRisco methodology describes the

concern to determine, based on the policy and external context, the strategies
for the management of risks, containing the roles that will form the defense
lines of this policy that will soon be focused on the answers and the compliance
with regulatory obligations and organizational planning. In addition, strategic
actions aimed at training people and disseminating risk management in order
to have a common and uniform understanding among institutional bodies.
These strategies ensure, finally, the delineation of the objectives and expected
results for the business processes and projects.

The strategic management of the processes for formulating and

implementing the policy, and for monitoring and controlling risks at UNIFAL-
MG is the sole responsibility of CGRC. The strategy begins, inclusive, with the
very formation of the Committee, which ensures the participation of both the
High Public Administration, in the figure of the Rector of the University and
the Pro-Rectors, as well as coordinators of institutional matters. It is possible
to understand that being strategic in this institution depends previously on
establishing a Risk Management Policy and knowing the relevant legislation,
which corresponds to the very establishment of the external context.

Itisworth ensuring that "being strategic" is not the only function of CGRC,

yet all the strategic actions that ensure the effectiveness of management
come from it. For example, the Committee, in addition to approving and
implementingtherisk policy,aims to ensure access toinformationontherisks
towhich the organization is exposed, aiming, strategically, for improvements
in the decision-making process and expansion in the range of possibilities for
achieving objectives. Also, for the implementation of risk management, all
the objectives, goals and indicators outlined in the Institutional Development
Plan of UNIFAL-MG are taken into account, which stimulates reflexive action
in all areas.

Regarding CEFET/RJ, the important role of DIGES is highlighted through

an Institutional Development Committee. Although it also has a Governance,
Risk and Control Committee, DIGES is primarily responsible in the institution,
for example, for conducting periodic critical analyses of risk management
processes.Brainstormingisthe most common methodologytodefine strategies;
however, it is valid to recognize that decision-making on risk mapping and
treatment strategies is centralized in the hands of the Governance, Risk and
Control Committee.
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It is also noted that the context-setting process of CEFET/RJ does not occur
in two stages, as proposed by the ForRisco methodology. Perhaps because it
presents a Board of Strategic Management, the institution does not distinguish,
in practice, between the moment of realization of the external and internal
context, even ensuring that there are different parameters for each of them.
In agreement with what was presented in the CEFET/RJ case study, the
establishment of context is the initial stage of risk management, which has inits
policy all the objectives to be set and communicated in the organization.

By understanding the establishment of the internal context, the ForRisco
methodology intends to identify all the skills, the strategic capacity and the
activities developed in the organizations. The recommendation is, at first, to
defineclearly theinternal stages of risk management, identifying the objectives,
premises, constraints, and scope of the projects developed. It is also necessary
to define those responsible for the units of the organization or the projects and
activities developed, in this case, the owners of the risk and agents of the risk.
Such actions are important to ensure the feasibility of context actions.

UNIFAL-MG understands that the realization of the internal context must
occur only after the Risk Management Policy is established and disclosed
institutionally. For this university, it will only be possible to identify fully the
processes and their risks when the whole institution has a thorough knowledge
of what is involved in risk management and the possibilities of monitoring,
controlling and treating them. In addition, several methodologies and/or tools
areusedtocarryout contextactivities, bothinternal and external,suchas SWOT
Analysis, brainstorming, Ishikawa Diagram, Bow-Tie and Risk Identification
Form. It should be noted that this is a decentralized process carried out by each
institutional unit, with accountability by the owner and the risk agent.

Fortherealizationoftheinternalcontext, CEFET/RJusesothermethodologies
besides brainstorming. It is important to remember that the external and
internal contexts are carried out in the same stage, that is, the first; what differs
are the methodologies and tools used in each process. Thus, it is common to
performinternal context, in this institution, through the methodology of 5 whys
and the 5W2H methodology. The use of the ancillary worksheet, which covers
all aspects relevant to risk management in the institution, is added to the use of
the presented methodologies. The realization of the internal context of CEFET/
RJalso occursin adecentralized manner, but this entire process is supported by
the Governance, Risks and Control Committee.
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The fifth stage provided for in the reference model of the ForRisco
methodology is the implementation of risk management in the activities. The
practical stage of risk management, at which point all activities and actions
taken in the organizations are identified, analyzed, monitored and addressed,
when necessary. It can be understood as a permanent cycle that monitors the
tasks, the business, and the performances to avoid problems or situations that
prevent the achievement of the objectives pre-established in the policies, plans,
and institutional programs.

According to what was presented in the case study of UNIFAL-MG, its
empirical process of risk management occurs through five stages/phases: (1)
identification of risks; (2) risk analysis and assessment; (3) risk planning and
classification; (4) monitoring; and (5) control. In short, identifying risks is the act
of mapping all processes and possible risks that may negatively affect their flow
in the institution. The analysis phase aims to bring clarity and standardization
to the identified risks according to the university’s policy. Planning is the
action of classifying the risks as to their probability of occurrence and its
impacts. Monitoring means that risks are continually observed throughout
the operations. Risk control is the final phase and represents the action plan
established for risk treatment through joint decision-making between the
Pro-Rectories, the Support Units, the Legal Unit, the Institutional Development
Coordination and CGRC.

In practice, risk management at CEFET/RJ presents a process described in
seven stages/phases: (1) identification of the context; (2) identification of risks;
(3) risk analysis; (4) risk assessment; (5) treatment of risks; (6) monitoring and
critical analysis; and (7) communication and control. In summary, the first stage
is to identify external and internal issues that affect, directly or indirectly, the
activities of the institution, followed by stage 2, which recognizes the risks. The
third stage deals with the determination of probability and the impacts caused
by risks; and risk assessment - stage four - tends to verify, quantitatively and
qualitatively, the level of these risks. The fifth stage is the one that will treat
the risks according to their degree of need and, later, the risks are monitored
in order to maintain the continuous improvement of the institution, being
finally communicated and controlled to guarantee the transparency of the
management (stages 6 and 7).
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Once the cycle of a risk management process is understood, the ForRisco
methodology presents as the sixth stage the need to reassess the policy and
to identify its level of maturity. It should be stressed that the policy must be
reviewed at least once a year, or when the institutions deem it necessary.
In addition, identifying the level of maturity means understanding where
the organization is in its management process, going through the initial,
fragmented, defined, consolidated or optimized level. It should be noted that all
of these definitions are described in Table 10 of this book as guided by the risk
management strategies of IBGC/GRCorp.

It is valid to infer that, at the date of this study, none of the analyzed
institutions had completed one year in their Risk Management Policy, and
both did not understand the need to re-evaluate the policy before the
recommended deadline. UNIFAL-MG established its policy on 05/04/2017
and anticipated in its process of risk management, control and monitoring the
stages of reassessment of policy and identification of the level of maturity. The
situation is repeated in CEFET/RJ, which instituted its policy on 12/08/2017,
an even more recent date, and ensures the stages of reassessing the policy and
measuring management maturity in its institution. Thus, the two institutions
analyzed are in the process of implementing their risk management and are in
the "fragmented" status in the measurement of the level of maturity according
to GRCorp strategies.

Theseventhandfinalstageoftheprocessofriskmanagementinorganizations,
proposed by the ForRisco methodology, aims at the self-knowledge of the
organization. It is essential that all public or private institutions, newly
established or already consolidated, know their processes and objectives, as
well as their mission. In fact, assessing the organization's maturity translates
into understanding its human resources, aligning its strategic objectives and
ordering it so that it is clear "where the institution wants to go" and "how
the institution wants to be recognized". At the same time, understanding the
maturity of organizations allows them to recognize their weaknesses and,
consequently, their risks. Moreover, the clarity of risks drives its treatment,
more efficient management and a precise reach of the opportunities, goals and
organizational goals. In time, neither UNIFAL-MG nor CEFET/RJ presented an
assessment of the maturity of their organization.
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Notably, it is possible to recognize the good work carried out by UNIFAL-
MG and CEFET/RJ in its risk management processes. Both institutions have
thought, stepped up their efforts to identify, assess, monitor, control risks, and
have therefore demonstrated their high ability to deal with adverse situations,
problems, and vulnerabilities in their day-to-day processes. Thus, although
risk management has been designed to trace different interests, missions, and
objectives, it is possible to recognize similarities in its management processes.
Table 24 presents a general context of the stages presented in the organizations
surveyed and the ForRisco proposal.
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Inthis way, both UNIFAL-MG and CEFET/RJ recognize the need toestablisha
Risk Management Policy that representsthe agendaof all actions and strategies
that have been put into practice. Despite presenting relatively new policies and
management plans, the two institutions make clear the need to establish the
external and internal context, even if their processes are applied differently.
They are organizations that know each other, perceive their resources and
make use of them to work peculiarly, their own. It also reveals the proximity of
their risk management cycles, which, in the manner of each institution, cover
the same stages of process identification, risk analysis and assessment, risk
planning and treatment, and monitoring and control.

Finally, it is understood the importance and relevance of the ForRisco
methodology to propose a structured, updated and complete thought for full
effectiveness of the risk management processes in public organizations. The
methodology is presented as an innovative instrument that aims at consistency
with what is prescribed by the current legislation on risk management,
governance and internal controls in Brazil, and motivates organizations in the
evolution of their risk management processes. In addition, it is essential to
demonstrate, following this work, the development of free software, offered by
the ForRisco Project, which translates the alighment between the theoretical
foundation presented in this book and the technological tool that allows
integrating and operationalizing all the probable actions for the effective
management of risks.
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10. THE FORRISCO SOFTWARE PLATFORM

One of the main objectives of the ForRisco Project was to establish, in
addition to its methodology that would support and foster risk management, a
tool capable of linking knowledge, innovation, and practicality to dealing with
possible risks in an organization. Therefore, the ForRisco Platform is an open
source database for monitoring and managing risks arising from the processes
developed by the institutions.

The ForRisco Platform arose from the need to align theoretical and practical
principles for the management of risks that interfered in the strategic planning
of the Brazilian federal teaching authorities. Risk management was a recognized
deficiency in the research developed by a working group of the National Forum
of Pro-Rectors on Planning and Administration (FORPLAD), composed of the
Federal University of Alfenas (UNIFAL-MG), the Federal University of Lavras
(UFLA), the University of Brasilia (UnB) and other participating universities that
assisted in the discussions and definition of the software.

The main purpose of the ForRisco software is to enable the application
of risk management techniques to private and public entities, seeking to
increase the internal control and governance of these institutions. With this
software, it is possible to organize and plan resources in a way that minimizes
the impacts of the risks in the institution, using a set of techniques to minimize
the effects of accidental damages and direct appropriate treatment to risks
that may damage the project, the people, the environment and the image of
the organization.

Through the ForRisco Platform, the user will have access to a set of features
to ensure the management and monitoring of the risks. Here are some
possibilities provided by the software:

e createRiskManagementPolicy:aconcretedimensionofthemechanisms
for guiding the decision-making and action of risk management activities
and processes;

e create Risk Management Plan: refers to the project or set of measures

established as apractical guide toidentifying, managing and monitoring
risks;
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e assess and classify the risk typology: the classification is organized in
operational, legal, image/reputation of the organ and financial/budgetary;

e define the degree of risk: refers to a classification by the user of the
position or level of risk at a given time. The risk can be classified as critical,
high, moderate and small;

e establish corrective actions: are activities and practices aimed at
implementing decision-making to correct incidents;

¢ allow different levels of access: the tool makes it possible to hierarchize
and control the access of users by their managers;

e recognize risk-related threats or opportunities: threats are situations
of uncertainty, external and/or internal to organizations, that can hinder
or prevent the achievement of defined objectives; opportunities are
favorable, external and/or internal circumstances or circumstances that
can be harnessed and positively affect the achievement of objectives;

e define the periodicity of the analysis: refers to the regular intervals
at which the risk should be analyzed. The platform offers the following
intervals: daily, weekly, biweekly, monthly, bimonthly, quarterly, semi-
annual and annual;

e jdentify causes and consequences of risks: the cause is considered the
principle, the reason, the reason or the origin for the risk to happen; the
consequence is all that has been produced (or can be produced) in the face
of the identified risks. Effects or results of risks; and

e developrisk matrix: mechanismtoindicate, in an orderly manner, the risk
classification proposed by the user based on the degree of risk.

In addition to the highlighted commands, the system also allows to establish
prevention actions, record the date and time of editing information, duplicate
plans and risk management policies to facilitate editing, create or be based
on the indicators of the ForPDI Platform, create planning per unit, add and
edit risk information and perform advanced search, among other actions.
Next, Figures 26, 27, 28, 29 and 30 correspond to a prior presentation of the
ForRisco Platform.
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182



10. The Forrisco Software Platform

o .
03130 ForRisco . User .

Plano Unidades Informacdes gerais @ = Duplicarplano  ©

A n Duplicar plano
Planoa ser duplkade: Plane de Gestlo de Risces 2018.2020
Polca vincuiaca Poltia de Gestdo de Riscos - 201

> Informagdes gerais
> Introdugao MANTER ITENS DO PLANO
> Objetivos CEL Nao
+ Novoitem ¥ Introducio
@ Princpios

_ o

MANTER CONTEUDO DO PLANO

. Nao
MANTER UNIDADES
° Nao

@ ProReitoria de Administracho e Financas

@ Pro-Reitoria de Assuntos Comunitarios e Estudantis

v

MANTER CONTEUDO DAS UNIDADES
® Nao

NOME DO NOVO PLANO A SER DUPLICADO

DESCRICAO DO NOVO PLANO A SER DUPLICADO

SALVAR CANCELAR

Figure 29 - Facility in the creation of new risk plans: the duplicate plan feature

. User A =

Painel de bordo [ epororremeno |

MATRIZ DE RISCOS Unidades | Exibi todas -

Ameagas  Oportunidades

14

RISCOS CRITICOS

H
£ ‘ _
___ RISCOS PEQUENOS
s
INCIDENTES Unidades  Exibir todas - MONITORAMENTO
I~ 23 42
\/\\ ) GED) (20,7%)

H N Em dia Proximas a vencer

H \

H S

T~ o B —
/ s 12 126
(5.9%) (62,1%)
Atrasadas Nao iniciadas

B Ameacas W Oportunidades
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In short, the figures represent the following processes: create and describe
aninstitutional risk policy (Figure 26); create and describe a Risk Management
Plan,withthe possibility of linkingit to an already established policy (Figure 27);
define the recognition of a new risk as well as codify it, hold a user responsible,
indicate the causes and consequences of the risk, provide probability of
occurrence of the risk and the impact of that risk, indicate periodicity of the
analysis and classification as to the type and typology of risk (Figure 28);
duplicate the plan previously created, either entirely or according to the user's
interest (Figure 29); and view the dashboard, which allows monitoring the
progress of the plan in real time as well as monitoring of processes, incidents
and risk control (Figure 30).

By the way, it is worth highlighting the alignment between the platform
and the ForRisco methodology, which, in theory, complement each other. As
shown in the figures above, it is possible to recognize this alignment, since
the platform enables the creation of risk policy and the detailed structuring
of the risk plan through the establishment of internal and external contexts,
causes and consequences of risks, definition, and description of activities and
processes. In addition, as the ForRisco methodology proposes, the platform
makes it possible to establish probability and impact matrix (risk matrix), plan
risk responses and corrective and preventive actions by the institution or unit
that owns the risk, among other functionalities.

In light of what has been presented, the ForRisco Platform is assumed as
the appropriate tool to support risk management actions in organizations,
whether private or public. It is worth noting, besides the compliance of the tool
with the best systems offered in the Brazilian and international markets, and
the various features offered by the platform, the free character of the tool,
which has its source code open as well as the user manual of the platform and
the training course, available on the ForRisco Project website.
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11. Final considerations

Risk management is a practice constantly recommended by Boards of
Directors and corporate governance around the world, the fact that stems
from the set of uncertainties faced daily by private and public organizations.
Risk management corroborates the construction of reflective moments
regarding the uncertainties that influence the organization and sometimes
provokes continuous processes of action. Managing uncertainties is a need for
managers to deliver the necessary objectives and results to organizations, and
risk management must efficiently support opportunities for reflection on the
uncertainties that influence organizational functioning.

The current moment is very rich and promising in the development of
risk management in both the private and public sectors. In countries such
as England, the United States and Canada, for example, risk management is
already a reality in Public Administration. In Brazil, as from 2016, with the
Joint Normative Instruction CGU/MP No. 1 (2016) [31] - which provides
for internal controls, risk management, and governance within the Federal
Executive Branch - among other laws and regulations, risk management has
gained emphasis in institutions. Certainly, much of this exaltation of the theme
stems from pertinent legislation, which has come to concern themselves with
the regulation of risk management processes, especially of organizations that
participate in the public sphere, which brings generality to such processes.

It is important to mention that contemporary studies on risk management
methodologies, tools and software, as well as other publications on the
subject, have sought to meet this new need to change the culture of risk in
organizationsinvolvingall levels of the organizational structure, so as toreflect
on the obstacles and difficulties in carrying out activities and on the possible
consequences thereof. Within the scope of Public Administration, it is possible
toinfer that risk management techniques incorporated in these organizations
are increasingly common in order to increase internal control, governance and
the effective achievement of the objectives and expected results.

Among the main objectives proposed and achieved, one can infer the
research effort in evaluating the most current methodologies available on
risk management both in the market and those adopted in the public sector.
For didactic purposes, the main methodologies found were distinguished
in two groups: market methodologies: ERM-COSO - widely adopted by the
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Brazilian Public Administration - and ISO 31000 and M_o_R-OGC - recurrent
methodologies in public and private organizations in several countries; and (2)
Public Administration methodologies: GIRC, SISP - MGR-SISP and IBGC. Also,
the evaluation of the risk management software contributed to the perception
of the main attributes in information systems that support risk management.

Other important points include a chapter devoted to establishing the laws
and regulations governing risk management procedures; the identification of
a significant number of tools and techniques used for the implementation and
execution of risk management in organizations; and the ForRisco methodology
itself, whichaimsto disseminate theimportance of the cohesive construction of
the stages of risk management. In addition, the ForRisco Platformdistinguishes
itself, which allows the application of risk management techniques and the
administration and planning of resources, in order to reduce the impacts of
risks on organizations.

Regarding the carrying out of the case studies, UNIFAL-MG and CEFET/
RJ showed, through their risk management processes, the need and the
importance of establishing risk management in a rational way, intended to
understand the objectives and the peculiarities of its institutions. At the same
time, it was possible to perceive similar processes in the execution of risk
management in the researched institutions, which raises the pertinence of
the ForRisco methodology when proposing a structured reflection in stages to
fulfill the requirements and legal devices of risk management.

Knowing the risks means identifying threats to which the organization is
exposed, but in addition, it means perceiving opportunities. As a result, risk
management aims to contribute to improving organizational performance by
allowing systemic controls and monitoring of these risks. It should be noted
thatthisis alsoone ofthe objectives of the ForRisco methodology and Platform,
which were elaborated based on the project "Risk Management at Federal
Universities: elaboration of the reference model and implementation of the
system ", have the mission of supporting organizations in the implementation
of risk management processes.

For future work, it is recommended that the performance of organizations
isevaluated before and after the application of the ForRisco methodology and/
or Platform, as well as an evaluation among organizations that have adopted
different methodologies to measure their respective performances. The key
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success factors identified in these assessments will enable both ForRisco
products and the organizations themselves to evolve by ensuring stages
of reflection and learning in the organizational context and, consequently,
greater assertiveness in future implementations. Finally, what is expected
through risk management is more added value to organizations, resulting in
improvements in the delivery of their final products and services.
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Appendix | - Questionnaire

A questionnaire was developed to measure the level of maturity and adherence
to risk management practices in organizations, which was divided into four stages:

1. Identification of the respondent - the person in charge of risk management, in
which case it was desired to collectinformation regarding risk management;or a
participant who was not responsible for risk management in the organization, in
which case it was desired to collect the perception regarding risk management;

2. Application of the specific questions on risk management - answered by those
responsible for risk management;

3.Collection of organizational information - regarding the execution of the work
and perceptions of all employees on risk management;

4, Collection of information from respondents - such as the contact (email,
phone) to receive the analysis results.

Prezado(a) Sr.(a),
Dear Sir/Madam,

Organizational risk management is a way/process to assist managers in
achieving the goals of an organization. For the Public Administration, practices
related to risk management are defined in Joint Normative Instruction MP/CGU n°
01/2016, which completed one year of validity on 05/10/2017.

This questionnaire is part of the project developed by the R & D Center for
Excellence and Transformation of the Public Sector (NExT/UnB) at the request
of the National Forum of Pro-Rectors on Planning and Administration of Federal
Institutions of Higher Education (FORPLAD/IFES), and supported by the National
Association of Leaders of Federal Institutions of Higher Education (ANDIFES), the
National Council of Institutions of the Federal Network of Professional, Scientific
and Technological Education (CONIF) and the Secretariat of Professional and
Technological Education (SETEC/MEC). Therefore, this research aims to carry
out an independent evaluation of organizational risk management in federal
educational institutions and other public administration bodies.
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We kindly ask you to respond to the following questionnaire. Please register
your answers with the utmost rigor and truthfulness. The estimated response
time is 20 minutes.

Your participation will be of great importance for the construction and
dissemination of knowledge about levels of effectiveness of risk management
practices in the public service.

The questionnaires completed and submitted by 6/20/2017 will be
considered part of the project analysis, and they will receive a response
regarding the maturity level of the organization's risk management compared
to the average of the other participants.

To receive the results of this survey, please enter your e-mail address at the
end of the questionnaire. The results will be released without identifying the
respondents.

Sincerely,
Coordination of the ForRisco Project (NExT/UnB)

1. Preliminary questions
This section contains questions to define the respondent profile.

Question Response options

1. Has your institution already defined a committee and/or | Yes, No, | do not know the
those responsible for risk management? answer.

2. Are you a member of this committee and/or are you

responsible for risk management at your institution? Yes, No.

2. Questions about corporate risk management
This section contains questions about corporate risk management.

For these questions, please inform your organization's current situation,
ranging from "Yes, totally", "Yes, partially", "Yes, minimally" and "No, absent". If
the item is not applicable to your environment or you do not want to respond
to the item, check the "N/A (Not applicable)/l do not wish to respond" option.
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Principles

Item

Alignment of your
institution's risk
management with its
strategic objectives

Engagement of your
institution's stakeholders
inrisk management

Have the objectives of the organization or activities in question
been clearly documented prior to the identification of risks?

Has the risk analysis been conducted taking into account the
organization's objectives and the objectives of the activity?

Are the organization's objectives revised when new risks are
identified?

Are changes in objectives considered and reflected in changes
inrisk policy and strategy?

Are the stakeholders' perceptions, attitudes, and behavior
considered in the risk identification process?

Is the acceptance of risk levels discussed or negotiated with
stakeholders appropriately?

Is there currently a (financial) reserve fund mechanism for
agreed risk levels?

Does the organization formally establish a record on how

to avoid the mitigation (understatement) of high impact/
probability risks or overstatement of low impact/probability
risks?




Decision-making based on
information resulting from
risk management

Are indicators regularly reviewed by decision makers for
corrective action?

Is a defined routine used to generate periodic reports on how
risk management is being carried out in your institution?

Does senior management regularly evaluate the risk map and
financial implications in your institution, programs, projects or
operational units?

Is the level of risk response commensurate (proportional,
appropriate) with the level of risk (e.g., high risks have better-
elaborated actions)?

Creating a Collaborative
Culture in Risk
Management

Is good risk management stimulated by top management and
acknowledged with some kind of stimulus/reward?

Is there a process of orientation, induction, and training on risk
management for its employees, including senior management?

Are good risk management practices shared at the institution
regularly?

Does senior management encourage a climate of trust so that
risks can be openly discussed and shared without fear?




This section has open-ended questions about the risk management methodologies
adopted and a scale from 1 (Lowest) to 5 (Highest) containing the frequency with
which the external workforce is contracted.

Question Response type

Indicate the methodologies, techniques or risk management | Open answer
artifacts used by your institution.

How often do external auditors and/or external consultants | Scale from 1to 5
contribute to managing the risks of your institution?

3. Questions about the organization and employees
This section contains questions about your institution and employees.

e Item Response type
Question P ypP

The mission, vision, and values of my institution

are formulated clearly, without ambiguity.

The mission, vision, and values of my institution gtr(;‘ng”ly ;l}sagreeg
Indicate your are formalized and communicated internally and ar‘ lally disagree;
d externall Neither agree nor

egree of 4 disagree; | agree

agreement with the gree; fag

The sum of the goals to be achieved reflects the | partially; | totally agree;

following sentences: | yesyits that the organization wishes to achieve. N/A/Do not wish to

respond

Performance measures for my institution are
clearly related to its objectives.




To what extent
do you agree with
the following
statements about
your institution's

My institution has performance measures
that indicate the quantity of products or
services provided.

My institution has performance measures
that indicate how operationally efficient
itis.

My institution has performance measures
that indicate the satisfaction of the public

Strongly disagree;
Partially disagree;
Neither agree nor
disagree; | agree
partially; | totally agree;

metrics for your
total compensation
(e.g., career, salary,
etc.)?

The importance of "metrics of attended
public satisfaction" in my institutionis ...

The importance of "outcome metrics" in my
institutionis ...

performance N/A/Do not wish to
measures? served. respond

My institution has performance measures

that indicate the effectiveness of its

results.

The importance of "quantity metrics" in m
What is the 1 PO Auantty v
X institutioniis... .
importance of Completely irrelevant;
the following The importance of "efficiency metrics" in | 5jightly relevant;
performance my institutioniis ... Moderately relevant;

Important; Very
important; N/A/Do not
wish to respond

Compare your
institution's
performance with
similar ones (or
compatible) in the
following items:

Inthe quantity or amount of work produced.

In achieving the goals of production and
service.

In the quality or precision of the work
produced.

In the number of innovations or new ideas
generated by the units.

In operation efficiency.

In reputation with regard to excellence in
work.

In the moral conduct of employees.

Very below average;
Below average;
Average; Above
average; Very above
average; N/A/Do not
wish to respond

This section contains open questions about respondents' risk perception.

Question Response type

for your institution.

Justify the importance of risk management for achieving results

Open response

In your perception, what are the main challenges, difficulties,
and limitations for effective implementation and realization of
risk management in the institution?

Open response
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4. Identification of the respondent

Questao Tipo de resposta

Male; Female; Other (please specify)

What is the highest level of education you
Response
have completed?

In what Brazilian state do you work? List with the 27 States and an option Other.

Institution/body (Place of origin) Open response

1to 5; 6 to 10; 11 to 15; 16 to 20; 21 to 25;

Time of professional experience (years) 26-30: above 30

After completion of the project involving
this research, the results of this
questionnaire will be disclosed to identified | Open response
respondents. If you wish to receive it,
please inform us your email.




Appendix Il - Risk recording form

Risk recording is the main component of risk management and should
contain a set of information to enable monitoring and management. Records
have a characteristic of accumulating the best information over time, allowing
them to be updated to convey accurate communication. The plans shall be
drawn up taking into account the set of information present in the risk record.
In the implementation of the plan, risk recording should allow the control and
monitoring of these risks individually. The following is a brief description of its

main components:

Table 25 - Items for the risk recording form

Item Detailing

Risk Identifier

Text identifier of the risk associated with a single sequential
number. It is suggested the definition of the title according to
the suggestion Cause-Risk-Consequence.

Type of risk

Risks should be classified as "Threat" when they negatively
affect the environment, or "Opportunity" when they provide
positive chances for the institution.

Risk category

Risks should have the following classification:

- Strategic, when there is the possibility of affecting the entire
organization;

- Operational, when they affect only part of the organization;

- Budget, when they are related to financial aspects;
Reputation, when they influence the image of the organization;

- Integrity, when they affect honesty and ethics;

- Fiscal Risk, when they influence fiscal and accounting issues;
and

- Compliance when they are related to compliance with laws
and regulations.

Risk Description

Details of the risk containing information such as Event/Cause
- Risk - Effect/Consequence and other relevant information.

Department/Unit/Sector

Department most affected by the risk. Usually, the manager of
this department/unit/ sector will be the owner of the risk.

In short, the risk may be active - being monitored and/or

ks treated - or closed.
Date information that represents the day the risk was
Survey date . .
identified.
Surveyed by Person responsible for identifying the risk.
Proximity Time interval in which the risk can be materialized.
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Risk response option

Different risk responses to be adopted by the organization.
For the negative risks (Threats), the following responses were
proposed:

e avoid the threat;

e reduce the threat;

e transfer the risk, and

e accept therisk.

For the opportunities, the following responses were proposed:
e share therisk;

e explore the opportunity;
e improve the opportunity; and
e accept therisk.

Risk owner

Probability

Closure date

The main responsible for coordinating all risk actions.

Chance of occurrence of the risk. This scale ranges from 1
(least likely) to 5 (most likely).

Date the risk was closed.

Source: M_o_R (2010), MGP-SISP (2016), with adaptations
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Appendix 1l - Questionnaire on risk management in
public sector organizations

1. Does thisinstitution have a defined Risk Management Policy? If yes, present
the historical context of the policy.

2.Who participatesinthe process of formulating and implementing this policy?

3. What are the stages of policy formulation and implementation? Describe all
of them.

4. Point out the responsibilities and tasks of each participant in the stages of
policy formulation and implementation.

5. How does this organization set the external context for risk management?
6.Who is responsible for performing this task (s)?

7. Is one or more tools (software, methods, etc.) used to identify external
threats or opportunities to the organization? If so, which ones? If not, how
does this process work?

8.How does the process of defining strategies for risk management take place?

9. Is there a fragmentation of this process of defining strategies through
objectives, targets, and indicators? Could you exemplify?

10. Who is responsible for the strategy-setting process?
11. How are these strategies disseminated throughout the organization?

12.Has the organization established the internal context of risk management?
How is it done?

13. Who is responsible for the internal context? Describe your duties.

14. s there validation of the objectives proposed in the internal context stage?
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15. Describe the stages or activities for effective risk management in this
organization.

16. Point out topics and explain the methods used to identify and assess risks.

17. In the planning stage for risk treatment, how are the identified risks
recorded?

18. In the stage of implementing risk treatment, point out the "risk owner"
and the "risk agent". Then explain how the organization establishes the Risk

Response Plan.

19. How long does the risk management policy take to be re-evaluated in this
institution?

20. Describe how the reassessment process of this policy works.
21. Does the institution conduct a maturity assessment? How does it work?

22. Is there an improvement plan for risk management in the organization?
Describe it.

23. Describe how communication and/or disclosure of new policies within the
institution works.

24. Does the organization use methods or techniques to measure the risk
assessment process?

25.Howdo risk monitoring and control process take place in this organization?
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Table 26 - Interpretation of the level of maturity of risk management in
public organizations

Stages of the implementation of risk
management

1. Define policies 1-2-3-4

Guiding Questions

3. Define the strategies for risk management 8-9-10-11
5. Conduct risk management for activities 15-16-17-18

7. Assess the maturity of the organization 21-22-23-24-25
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GLOSSARY

Acceptance

A risk response. That means that the organization accepts the chance that
the risk will occur with all its impact on the objectives if it happens. Thus, a
contingency budget will be required if the risk materializes.

Amplify, enhance
Type of response to positive risks (opportunities) that seeks to increase the
probability and/or impact on making the situation more feasible.

Benefit
The measurable improvement of a result that has been perceived as an
advantage for one or more stakeholders.

Avoid

Type of risk response that seeks to eliminate the threat by making the situation
right. Example: do not collect credit card information on a system to prevent
data leakage. Thus, the user will always have to inform their data, and nothing
will be retained, avoiding this leakage.

Explore
Type of positive risk response (opportunity) that seeks to transform an
uncertain situation into certain.

Risk Management

Systematic application of policies, procedures, methods, and practices in
identification and evaluation tasks, and consequently in the planning and
implementation of risk responses. Provides a disciplined environment for
proactive decision-making.

Impact
Effects produced by events (threats and/or opportunities) or identified risks.

Key Performance Indicator (KPI)

A performance measure that is used to help the organization define and assess
how successful it is as it moves toward its organizational goals.
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Early Warning Indicators (EWI)
A leading indicator for an organizational goal that is measured by a KPI.

Maturity level
An evolutionary stage defined towards the achievement of a mature process.
Five levelsareusually cited:initial, repetitive, defined, managed, and optimized.

Opportunity
An uncertain event that could cause a favorable impact on goals or benefits.

Proximity

The temporality of the risk (e.g., the occurrence of the risk) will occur at a
specific time, and the severity of its impact will vary depending on when it
occurs.

Result

Theresultofthechange,usually affectingbehaviororreal-worldcircumstances.
The results are desired when the changes are designed. They are reached
when activities reach the outcome in the effect of the change.

Risk - MOF

Anuncertaineventorsetofeventsthat,iftheyoccur,will affecttheachievement
of the objectives. Risk is measured by a combination of the probability of the
occurrence of a threat or opportunity and by the magnitude of its impact on
the objectives.

Expected treatment value
The approximate monetary value for the treatment of a given risk.
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